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Documentation Change Only
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Documentation Change Only

3.4.8
N
October 27, 1999
Maintenance Release
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1 Introduction

These release notes cover the basic feature set supported, known limitations, bugs and known work-arounds for IBM Operating System Version 3.4.9 software.  Please read this document in its entirety as it contains important operational aspects that may impact your network.

2 Technical Support Guidelines

This section provides contacts for help if you have questions about the IBM RouteSwitch products or if a RouteSwitch product is not working correctly.  It also explains how to access the IBM electronic sites to obtain the latest version of microcode and release notes.

1. Electronic Support
This section explains how to access the IBM electronic site to obtain the latest version of microcode, drivers, and software by using the Internet World Wide Web or FTP.
WWW:
 http://www.networking.ibm.com/ 
This is the IBM Networking home page.  From here, you can access product announcements, publications, and other information regarding hardware and software updates, and a technical support information database.  The direct path to the support area is:

http://www.networking.ibm.com/support
Voice Support

IBM Network Hardware Support: 1-800-IBM-SERV.  Follow the menu prompts for Network Hardware.
3 Release 3.4 IBM 8274 Model GRS Nways LAN RouteSwitch, IBM 8274 Nways LAN RouteSwitch, and IBM 8277 Nways Ethernet RouteSwitch Hardware and Feature Set Supported

The following hardware and software features are supported subject to the restrictions in this note:

Notice:  This document may contain information about features, models, and/or functions, not currently offered for sale by IBM.  The inclusion of this information should NOT be interpreted as indicative that these features/models/functions currently exist in any IBM product or that IBM plans to offer them in the future.

The following hardware and software features are supported subject to the restrictions in this note:

3.1 New Hardware in Release 3.4.9

None

3.2 New Software Major Features

None

4 Unsupported Features in this release (3.4.9)

4.1 Unsupported Features by platform

"X" denotes features not supported in platform indicated.

Feature
IBM 8274 Model GRS Nways LAN RouteSwitch
IBM 8274 Nways LAN RouteSwitch
IBM 8277 Nways Ethernet RouteSwitch
Comments

802.1Q is not supported over RouteChannel
X
X
X
Support is not planned.

Autonegotiation on IBM 8277 Nways Ethernet RouteSwitch gigabit uplink


X
Support is not planned.

Group Mobility over Token Ring Lane
X
X
X
Group Mobility is not compatible with Token Ring Lane

HotSwap is not supported on ASM

X
X
Support is planned for Release 4.1.

IPX routing in source-routed networks with or without HRE-X installed.
X

X
Support is planned for Release 4.1.

Logging
X
X
X
Support is planned for 3.4.10 and is currently available from Customer Support.

Non-Ethernet Router Port Encapsulation  


X
The OS-4024 Ethernet switches do not support Token Ring, Source Routing or FDDI encapsulation on the router port.

RouteChannel on Gigabit Ethernet

X

Support is not planned.

RS-1032 & RS-4016


X
Support is not planned.

Port Mirroring on Gigabit ports.
X
X
X
Support is not planned.

Port Monitoring on Gigabit ports.
X
X
X
Support is not planned.

Statistics on 802.1q ports.


X
Support is not planned.

4.2 8273 RouteSwitch


8273 RouteSwitch is no longer supported effective Release 3.4.2.  Please refer to Release 3.2.8.

4.3 SNMP Agent 

The following features do not have SNMP support, but have User Interface support:

· 802.1q Tagging

· ATM Traffic Shaping

· CD6 Port Modes 

· Differentiation of 10BaseFL adapter Boards (ESM-AB-FL, ESM-AB-FL-S, ESM-AB-FL-SH) on ESM-U modules.

· Ethernet 10/100 (Speed, Modes)

· LANE QoS

· LSM

· Port Mapping

· Port Monitoring

· Token Ring Fiber

· VP Tunneling

5 General Instructions and Notes for IBM 8274 Model GRS Nways LAN RouteSwitch, IBM 8274 Nways LAN RouteSwitch, and IBM 8277 Nways Ethernet RouteSwitch

5.1 General 

1. The very first packet received by a switch with RouteChannel enabled is sent out on all RouteChannel ports.

2. Each NI is shipped with a fixed number of MAC addresses.  One MAC address is used for each LAN port or ATM service.  When all MAC Addresses are used, the following error message is displayed “pmPortCreate(): couldn't allocate a MAC address".
3. Statistics on 802.1q ports are not recorded on IBM 8277 Nways Ethernet RouteSwitches.

4. Due to the nature of Nways RouteTracker Manager  VLANs and the multicast router code, we cannot support multicast routing with Nways RouteTracker Manager  VLANs.  Since a port can be located in multiple VLANs, it is impossible for the multicast router to be certain of the source network of the traffic stream.  This restriction will be lifted with the release of IP Multicast Switching which is currently scheduled for release 4.1.
 

5.2 Start-Up 

1. To perform an IBM 8274 Nways LAN RouteSwitch (version 3.4.9) installation with floppy diskette(s), which requires a PC, follow these instructions:

Insert the first floppy into the PC floppy drive, CD to the directory where software installation is to occur and type X:install (X = the drive letter for installation).  Instructions are provided for the remainder of the installation.

Important Notice:  File names handled by Windows95 32-bit application programs change the first letter to uppercase, which will not be recognized by IBM 8274 Nways LAN RouteSwitch operating system.  All filenames must be lowercase.

· Use ProComm 3.0 or any program that makes the target file names in all lowercases.

· If using other communication programs, make sure to rename all file names with lowercases before downloading them.

2. IBM 8274 Model GRS Nways LAN RouteSwitch, IBM 8274 Nways LAN RouteSwitch, and IBM 8277 Nways Ethernet RouteSwitch Passwords:
The following default users are defined:  diag, admin, user.  

The default password for all users is "switch".

3. Upon initial start-up (or after removal of mpm.cnf file) of a system with large numbers of physical ports, primarily the 9 slot chassis, the message:  “File system compaction in progress…..” may be seen.  This is not a problem, unless it repeats indefinitely.  This message may be seen from time to time if network management functions are occurring.  Excessive repetitions may indicate a problem and IBM Technical support should be contacted.

4. When using the authentication services product with the AV-client, the Novell NetWare login application under windows 95 or windows NT does not complete correctly.  Do not attempt to use AV-client authentication services with NetWare in this release.

5. When downloading files using ftp, FAT filenames are changed to uppercase which makes files unreadable.  The user must change filenames to lowercase.  The following versions do not display this problem: WFWG of ftp version 32b, ChameleonNFS, and SUN’s PCNFS. 

6. Use of the “break” key on a terminal/PC will change the baud rate of the serial port connected to the IBM 8274 Nways LAN RouteSwitch.  The baud rate will cycle to the next highest baud rate. When it gets to 38,400, it will cycle back to 1200 baud. The cycle is as follows: 9600 ( 19200 ( 38400 ( 1200 ( 9600.

7. All parameters added to the command file MUST be placed after the line containing cmInit, and the switch must then be rebooted in order for the changes to take effect unless explicitly specified otherwise.

8. Attention:  DO NOT power down the IBM 8274 Nways LAN RouteSwitch during boot-up process.  Wait for the Login Prompt before powering down.  If the Login prompt does not appear after approx. 6 minutes, then power down and restart.

9. Attention:  DO NOT power down during system file compaction. "File System Compaction in progress" is displayed on the console when compaction is in progress.  Powering down during file compaction will cause corruption of flash memory.

5.3 ATM 

1. The ATM Forum IISP Standard does not support a dynamic routing protocol for ATM NSAP addresses. Consequently, when connecting CSMs together via IISP in a LANE environment, the path to the LANE well known address  (wka = 47.00.79.00.00.00.00.00.00.00.00.00.00.00.A0.3E.00.00.01.00) needs to be statically configured on all CSMs not directly connected to the IBM 8210 (or any LANE server).  The CSMs which have the directly connected server will learn the correct path via the ILMI address registration process.  You may abbreviate this to a shorter prefix and if a LANE Server becomes available, PNNI will favor that over the shorter prefix.

Additionally, addresses required for all ATM server connectivity must be statically configured.  This includes any LES/BUS  requirements.   The prpadd and pradd commands are used to add these routes.

Note: PNNI does not require that these addresses be statically added. 

2. ASM ports should be connected to CSM ports when using the default physical port with the SVC type.  If you want to configure ASM ports back to back, the user must use the map command to change the physical port to PVC type.

3. This version of software supports ATM SVCs on up to 10 ASM ports per switch.  Up to 16 LANE LECs are also supported per port and a maximum of 64 LECs per IBM 8274 Nways LAN RouteSwitch has been tested.  Only one service (either ELAN or PTOP) is supported per group on an IBM 8277 Nways Ethernet RouteSwitch ATM uplink.

4. When changing your UNI port to PNNI or IISP and vice versa, you must change PNNI port to UNI and reboot the switch to have the changes become effective.

5.4 ATM Trunking 

1. The maximum number of groups supported for ATM Trunking is 48 or the number of available MAC Addresses for that ATM port, whichever is less.

5.5 Autoencapsulation 

1. In order to use Autoencapsulation feature, the user must create a dummy Nways RouteTracker Manager VLAN.

2. Autoencapsulation will not work properly if the IPX server is down when the IPX client boots up.

5.6 Nways RouteTracker Manager  VLANs 

1. When upgrading from version 2.0 or 2.1 software to versions 3.1 or higher with Nways RouteTracker Manager  VLANs configured with router ports, user must first upgrade the software, remove those Nways RouteTracker Manager  VLANs, reboot the switch and reconfigure those Nways RouteTracker Manager  VLANs.

2. When a destination node is moved to a different location under Nways RouteTracker Manager  VLAN, the source does not learn the new location until the destination node sends a packet.

3. SNA traffic on Token Ring and Nways RouteTracker Manager  VLANs: If the user wants to configure Nways RouteTracker Manager  VLANs for SNA traffic based on DSAP/SSAP protocol rules, it is recommended that the user also configures port rules for ports that connect the IBM 8274 Nways LAN RouteSwitch to the server.  The reason being that the servers normally will not generate traffic unless a client talks to it.  But before the client initiates the SNA session, it sends out the “Duplicate MAC test” frames which carry the SNA DSAP/SSAP values.  As a result, the client gets assigned to the SNA VLAN and subsequent SNA traffic will not go out on the server port as that port is not still part of the SNA VLAN.

5.7 Bridging 

1. If a port is set to bridge mode, and a PC is directly connected to the IBM 8274 Nways LAN RouteSwitch, the IBM 8274 Nways LAN RouteSwitch Spanning Tree will reconfigure when installed or rebooted (this is generally not a problem).  However if a network layer protocol is started at boot time (via the autoexec.bat) of the PC and is dependent upon a connection (such as an IPX connection), then the network layer process will not be able to start until the Spanning Tree process has completed.  In the event that the IPX client is unable to attach to its server the following steps may be used to solve the problem:

a) If only 1 client is attached, the port type can be changed to optimize device switching using the modvp command.  This configuration will turn off Spanning Tree.
b) If the system constraints allow, the Spanning Tree forwarding timer can be changed to a lower value.  This should not be done without careful consideration for the network needs of Spanning Tree.

c) If necessary, either the netx or VLM commands can be re-entered.  In some versions of NETX, the driver is loaded regardless of whether a connection is made.  When this occurs, the driver must be unloaded then restarted.  NETX version 3.32 and VLM version 1.20 were used in the IBM testing and do not require an unload between commands.

2. A modification to the aging timer for transparent bridging will only take place on newly learned entries.  Any entries learned on the previous timer will time-out on that value. Once they time-out, and the entry is re-learned, the correct aging timer will be used.

3. When changing the encapsulation type (e.g., 802.3 to Ethernet II), you must reset the physical port either by pulling the physical cable out and reinserting it or using the User Interface commands to disable and then enable the port.

4. Each Group within the IBM 8274 Nways LAN RouteSwitch executes the IEEE 802.1d Spanning Tree algorithm.  Spanning Tree defines its bridge ID as the lowest MAC address of all the virtual ports attached to the given Group.  If a virtual port is moved from “Group A” to “Group B”, then a Spanning Tree reconfiguration may result.  If ‘Group A’s” bridge ID is the MAC address of that virtual port, then its bridge ID must change.  This will require a Spanning Tree reconfiguration.  If the virtual port added to “Group B” has a MAC address lower than all other virtual ports attached to “Group B”, a Spanning Tree reconfiguration must occur.  If the user performs such port moves via a Telnet session, they will experience a temporary lockout (up to 30 seconds) in their session, if Spanning Tree reconfigures on the Group supporting their Telnet session.

5. Spanning Tree must be configured OFF through the stc command in order for the Enhanced Diagnostics program to function properly.  This applies to version 3.0.2 and later.  The switch defaults to Spanning Tree ON.  Set it to OFF through the stc command, save the change, and power cycle.  If the problem persists, remove cfg/cnf files, and repeat the steps turning the Spanning Tree off.  

6. Spanning Tree on the IBM 8277 Nways Ethernet RouteSwitch is supported only if the ports are in "bridged mode".  Spanning Tree will not work if the ports are in "AutoSW" mode.

7. To make sure that the proper negotiation occurs for the switch to become the Spanning Tree root bridge, always set the priority of this switch accordingly.  Do not rely on the MAC address to determine which switch becomes the root bridge. 

5.8 Commands

1. The camcfg command is not supported on IBM 8277 Nways Ethernet RouteSwitch and IBM 8274 Model GRS Nways LAN RouteSwitch.

2. With an HRE, one must not use the chngmac command if there is a TSM-CD-6, TSM-CD-16 or FCSM board present.

3. The atm_use_old_trunk=1 command allows a switch to be compatible with the ATM trunking used in Release 3.2.

5.9 FCSM Switching Module

1. FCSM-II requires MPM-1G revision B16 or higher which includes the following part numbers:  050143-06 (MPM-1G), 050143-16 (MPM-1G 16MB), 050143-17 (MPM-1G 64MB), 050143-18 (MPM-1G 32MB),  050143-19 (MPM-1G). 

2. FCSM's must always be in a slot before a CSM.

5.10 Frame Relay

1. Multicast routing is not supported over frame relay connections that have multiple virtual circuits.  In order to use Multicast routing over a frame relay connection only one virtual circuit for the connection must be made.

2. If a group is declared to be a Default Group for Frame Relay Virtual Circuit creation, then it cannot be deleted, even if it is not currently being used.  Rmgp will display the message “Cannot delete.  Group has active entries.”   Work-around:  use the frm slot/port to remove the group as a Default and then rmgp. (PR 4549).

5.11 Gigabit Ethernet Switching Module (GSX)

1. When the cable is pulled multiple times, the GSX may reset.  This occurs because an error is detected by the software which in turn resets the chip.

5.12 MPM Redundancy 

1. Do not remove the primary MPM without performing a renounce command first.  Then extract the MPM.

5.13 IBM 8277 Model GRS Nways RouteSwitch

1. IBM 8274 Model GRS Nways LAN RouteSwitch does not support any module in slot 1 other than an MPX.

5.14 Port Monitoring 

1. The Port Monitoring feature requires 32 Mbytes of DRAM.  It is not recommended to use Port Monitoring on high bandwidth ports, such as a backbone uplink.  Port Monitoring should only be used for monitoring stations.  Improper use could freeze telnet sessions under high load conditions.

2. Specify the /ram directory when saving a file with a different file name using the pmon command.  Otherwise, it will be saved to /flash. This can fill up the /flash file system and cause problems.

5.15 Routing 

1. Virtual router port does not support FDDI-raw frame.  When virtual router ports are configured as Ethernet 802.3 and FDDI port as FDDI-raw, FDDI-raw packets received on the other side of router are not routed.

2. Multicast Routing is not supported over ATM CIP connections in Versions 3.0 and greater.  If this option is selected, the traffic will not be sent to these connections.  

3. In a topology where a loop exists, do not configure static routes on each of the switches (in the loop) such that each switch points to another switch (in the same loop).

4. There is a label “use_mrouted” which must be set to a non-zero value for mrouted to load and run.  Originally the presence of the file “mrd.img” was sufficient to activate multicast routing functionality.  Now the file must be present, and the “use_mrouted” flag must be set.  

This flag can be set by inserting the line: "use mrouted=1" into the mpm command file before the line which invokes cmInit.

5. There is a restriction on the trunking protocol which does not allow specific routed frames to get to FDDI trunks or ATM trunks when coming from TR LANE side.

6. Systems using the Advanced IP Routing software on media types with MTUs greater than 4K (Token Ring, ATM, etc) must set the “gated_recv_mtu” flag in the mpm.cmd file to indicate the MTU.  The syntax is “gated_recv_mtu = X” where X is the MTU size in bytes.  This line MUST be placed after the line containing cmInit, and the switch must then be rebooted in order for the change to be effective.  It is advisable to add 200 extra bytes to the MTU size so that the receive buffers are guaranteed to be large enough.  There are no restrictions on the values of this parameter.

5.16 System Requirements 

1. IBM 8274 Model GRS Nways LAN RouteSwitch Version 3.4.9 requires a minimum of 32 MB SIMM and 8 MB Flash.  (See Section 10)  

2. IBM 8274 Nways LAN RouteSwitch Version 3.4.9 requires a minimum of 32 MB SIMM and 8 MB Flash.  (See Section 11)

3. IBM 8277 Nways Ethernet RouteSwitch Version 3.4.9 requires a minimum of 16 MB SIMM and 4 MB Flash.  32 MB DRAM is strongly recommended for installations running ATM, routed traffic or those with unique configurations. (See Section 12)

4. IBM 8277 Nways Ethernet RouteSwitch 2032, 3032 and 5024 require 32 megabytes of DRAM when running ATM with over 6 services.  The current memory size can be found through the systat command.  To upgrade the DRAM, order RSTK-32MDRAM-UPGR, an IBM 8277 Nways Ethernet RouteSwitch 32 Megabyte Upgrade Kit.

5. Diagnostic image, p4diag.img, is dynamically loaded upon login as "diag".  In order to run diagnostics on IBM 8277 Nways Ethernet RouteSwitch with a non-Ethernet uplink, it is recommended that the user install 32MB DRAM.

6. The IBM 8274 Nways LAN RouteSwitch supports a maximum of 16,384 MAC addresses.

7. Please see the Hardware Compatibility Matrix in section 16 to verify that your platform is compatible with IOS software version 3.4.9.

5.17 Token Ring 

1. Attention should be used when issuing the mrrtab command in the user interface.  There is a known problem that occurs when there are large numbers of routes defined in the system (>3000 routes).  Use the mrrnum command to display the number of known routes in the system.  Use of the mrrtab with large quantities of routes may cause the switch to hang, or crash due to lack of memory.

2. If TSM ports are configured to support either source routing (SR) or source route transparent (SRT) operation, the port should be connected to Ring In or Ring Out of the concentrator, but not to both.  This is for IBM Fiber RI/RO support only. 

5.18 Virtual Router Ports 

1. To configure more than the default of 32 virtual router ports, the user should add the following command to his mpm.cmd file after the cmInit command:  numVirtualRouterPorts=N where N stands for the number of Virtual Router Ports.  Please note that the virtual router ports come from the same pool of ports as all other virtual ports (bridge, trunk, Lane, etc.).  This means that the more virtual router ports he uses the fewer virtual ports that will be available.  There are a total of 254 virtual ports available.

5.19 RouteVision 

1. All network management applications must load all IBM Version 3.4.9 MIBs.

2. XVSS-client does not work over Token Ring.

6 Additional Feature Information for IBM 8274 Model GRS Nways LAN RouteSwitch, IBM 8274 Nways LAN RouteSwitch,  and IBM 8277 Nways Ethernet RouteSwitch 

6.1 ATM LANE

6.1.1 LAN Emulated Client Start–up and Back-off Timers

The  IBM 8274 Nways LAN RouteSwitch LEC provides the capability of backing-off if the LEC notices calls being released or when multiple LECs on the same IBM 8274 Nways LAN RouteSwitch are being enabled at the same time (e.g. physical cable is disconnected/reconnected).  The amount (time in ticks) and nature (fixed/random) of the back-off period can be controlled using the variables described in the table below.  It should be noted that the adjustment of these values needs to be done only if the ATM Network (which the LECs are connected) is not capable of processing the total number of calls that could be generated by all the LECs connected to the ATM network.  This scenario is most likely to occur under the following two situations:

1. During a global restart of all the LECs due to power on or power failure.

2. During a global attempt to join an ELAN when a central LANE server resource such as LECs/LES/BUS is disconnected/reconnected or some failure.

Each LEC needs to setup a call to the LEC/ LES and BUS before it stops retrying.  If any fails, the LEC backs off and continues the process of attempting to join the ELAN.

The default values are chosen so that calls to the LECs/LES/BUS are individually throttled by a time period of 16.66 – 266.56 milliseconds.

For 3.4.9, the default timers with comments are as follows; 

Default Timers
Description
Value

atmlec_randomize_throttle = 1
This flag determines if the procedure uses random back-off or fixed back-off.  set = 1 for random back-off and =0  for fixed back-off.
0 or 1

atmlec_backoff = 500
The % back-off in both random and fixed can be controlled using the flag atmlec_backoff, by default + 500 (for 500%).
> = 100

atmlec_lecs_throttle_ticks = 16
All values for ticks should be a power of two (example 8, 16, 32, 64).  Each tick is 16.66 milliseconds.
Power of 2 and

> = 2

atmlec_les_throttle_ticks = 16
All values for ticks should be a power of two (example 8, 16, 32, 64).  Each tick is 16.66 milliseconds.
Power of 2 and

> = 2

atmlec_bus_throttle_ticks = 16
All values for ticks should be a power of two (example 8, 16, 32, 64).  Each tick is 16.66 milliseconds.
Power of 2 and 

> = 2

atmlec_lecs_retry = 3
Number of retries before restarting the LEC
> = 3

atmlec_les_retry = 3
Number of retries before restarting the LEC
> = 3

atmlec_bus_retry = 3
Number of retries before restarting the LEC
> = 3

To modify these default timers, the mpm.cmd file needs to be modified. An example mpm.cmd file with modified timer values is provided below;

cmDoDump=1 

cmInit

atmlec_lecs_throttle_ticks=64 

atmlec_les_throttle_ticks=64 

atmlec_bus_throttle_ticks=64 

atmlec_lecs_retry=7 

atmlec_les_retry=7 

atmlec_bus_retry=7 

6.2 Content Addressable Memory (CAM): Advanced Uses (IBM 8274 Nways LAN RouteSwitch Only)

This overview assumes the reader has a basic knowledge of the CAMs function in an IBM 8274 Nways LAN RouteSwitch. It is intended to address advanced uses of the CAM, such as restrictions, configuration, and the page architecture of CAM. It also provides several examples to illustrate how the CAM is allocated to switching modules.

The Goal of CAM

Without any user configuration, every switching module, (regardless of it’s the number of CAMs present by it,) should come up upon a reset or after a reboot.  There are restrictions to CAM usage. The main restriction is that only 16K of CAM is available in the entire switch due to limited VRAM memory. However, when the number of CAMs exceeds the maximum allowed, the user should be able to configure the proper CAM usage on each board (via the camcfg command) to get as close to the maximum limitation as possible.

CAM's Page Architecture

Structurally, the switch's CAMs consists of 16 x 1K pages of memory numbered from 0 to 15. A page ID identifies each CAM page and is also used to differentiate the CAM allocated to each slot. 

Switching modules with 2K or 4K of CAM must start CAM allocation on an even page (i.e., page ID 0, 2, 4, etc,). In addition, if multiple CAM page IDs are needed for a 2K or 4K module, then those page IDs must be contiguous.  

Boards with 1K of CAM are first initialized as page ID 15, then page ID 14, then page ID 13, etc. Boards with 2K or 4K of CAM are first initialized on page ID 0. So 1K CAM boards start at the bottom of the CAM page structure and 2K and 4K boards start at the top of the CAM page structure. A 4K CAM module in slot 2 may use Page 0 (an even page) through Page 3, and a 1K CAM module in slot 3 may use Page 15. Modules cannot share MAC entries because each MAC entry is unique in the switch.

The MPM and Page 0

Since the CAM database is only used for MAC learning, only 128 entries are needed by the MPM to store router port MACs.  Page ID 0 is always used by the MPM CAM.  The extra 896 entries in Page 0 that the MPM does not need can be used by modules in other slots.  Any board using Page 0 may have 128 entries deducted from its CAM usage because those entries are used by the MPM.  

Since the MPM uses 128 entries of the total 16K available in the switch, the maximum number of entries that can be learned by switching modules is actually 16226 instead of 16786.

CAM Initialization

A successful initialization of CAM is important. If CAM initialization on a board fails, then that board will not come up properly. With no user-configuration of CAM, the switch software tries to initialize and set up all CAM available on each module. As long as there is available memory, this is possible.

If there is not enough memory for the entire CAM or the configured amount of CAM on a module, the switch will attempt to find room for 64 contiguous CAM entries.  This minimum amount of CAM is enough to initialize the CAM and allow the board to come up.

If 64 contiguous entries are not available, switch software will take 64 entries way from another board, which will usually be the board in the last slot. In this case, the switch will reinitialize the CAM so the board can come up. A warning message similar to the following will be displayed to notify the user during the reboot or reset:

        slot x: Cam usage was reduced to y so it can be properly initialized!

The user can see the CAM usage by each module through the camstat UI command.

During a reboot, the switch does not know the number of CAMs on a board until the Chassis Manager software initializes the board. Also, boards do not necessarily come up in sequential order (e.g., slot 8 may come up before slot 7). Therefore, CAM page assignments may be altered after hot swapping multiple boards, and hot swapping may also affect the CAM usage by each board.

Restrictions for 2K and 4K CAM Boards

The restrictions for 2K and 4K CAM boards (i.e., CAMs must start on an even page and those pages must be contiguous) can mean that every CAM page ID may not be used. 

6.3 CSM Hot Swap Instructions 

The following instructions are recommended when performing hot swap with CSM modules: 

1. The swap command should be on when pulling or inserting CSM modules. 

2. Before pulling the CSM module, disconnect all CSM ports on that CSM module. 

3. Pull the CSM Module. 

4. Wait for OK2 LED on MPM to return to blinking green. 

5. Insert CSM module. 

6. Wait for OK2 LED to return to blinking green on the MPM module and the inserted CSM module. 

7. Wait for the CSM initialization to complete. 

8. Reconnect any CSM ports. 

6.4 CSM-PNNI MTU Size Configuration Guidelines 

This section is being provided as additional design guidelines for building a core ATM-based network running PNNI when using the IBM 8274 Nways LAN RouteSwitch with CSMs. 

The design guidelines take into consideration that the PNNI frame sizes used have a direct impact on the ability to have a certain number of CSM (Cell Switching Module) ports operational in one IBM 8274 Nways LAN RouteSwitch. PNNI frame sizes will vary depending on what type of information is being sent between PNNI nodes. It ranges from 16 bytes to 8192 byte sizes. The most frequently sent message is the “hello” message – it consists roughly of about 100 bytes. However, database summaries and PTSEs (PNNI Topology State Elements) that are exchanged between switches can run from 64 to 8K frame sizes. As the support for frame sizes become larger, the total number of CSM ports you can have on a switch becomes smaller.  
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The chart above illustrates that if you need to support PNNI frames of up to 8192 bytes, the total number of CSM ports that you can have in the chassis is limited to 21 CSM ports. 

It is also recommended that the maximum number of PNNI neighbors per PNNI node should be less than, or equal to, 30 neighbors. Having more than 30 neighbors will trigger higher CPU utilization on the MPM, unless the Hello timers are re-configured [using the pmcfg command] with higher values. 

The frame sizes are configurable [using the command MAP slot # / 2 on the FCSM] and these are our frame size recommendations:

· Small to Medium networks (up to 20 PNNI nodes ) : 
2048 to 6144 bytes

· Large size networks (more than 20 nodes):
8192 bytes

By default, IBM switches will not originate frames larger than 2K bytes. In an all-IBM network re-configuration of the MTUs is not required. However, if you plan to have a multi-vendor ATM network, it is recommended that you use the 8K frame size, and also limit the number of CSM port connections to less than or equal to 21 per IBM 8274 Nways LAN RouteSwitch. As an example, if the PNNI node is required to support up to 8K frame sizes, you can configure up to 21 CSM ports running PNNI. 

[Note: this recommendation applies only when the FCSM-I module is used; this is not applicable to the FCSM-II modules].

6.5 DHCP /BootP Relay with Novell 5.0

DHCP/Bootp packets are required to be a minimum of 300 bytes.  However, some clients and servers do not comply with this requirement.  The following message will appear when the DHCP/Bootp Relay is receiving short packets:

(tUdpRelay):  Received (and tossed) short packet from xxx.xxx.xxx.xxx

where xxx.xxx.xxx.xxx is the IP address of the station transmitting the short packet. If DHCP/Bootp packet size is not configurable on the station (and it probably isn't) a way around this problem is to set a flag in the mpm.cmd file as follows:

bootpSizeCheck=0

The short packets will be forwarded, but a message indicating a short packet has been received will still be displayed. To prevent the messages from being displayed, add the following to the mpm.cmd file:

bootpDebugLevel=3

6.6 Duplicate MAC Support on IBM 8274 Model GRS Nways LAN RouteSwitch, IBM 8274 Nways LAN RouteSwitch, and IBM 8277 Nways Ethernet RouteSwitch

In some network configurations, the IBM 8274 Model GRS Nways LAN RouteSwitch, IBM 8274 Nways LAN RouteSwitch, and IBM 8277 Nways Ethernet RouteSwitch must interoperate with servers and routers that carry the same MAC address on multiple interfaces.   Switch software supports these duplicate MAC addresses. Chapter 11 of your IBM 8274 Nways LAN RouteSwitch Users' Manual describes this feature.   Support for duplicate MACs can be limited by the lack of internal memory and CAM space.  However, since there are usually a small number of servers or routers in a given network, this limitation usually is not a problem. It is not recommended that you bridge multiple VLAN Groups together as this causes most MAC addresses learned to become duplicate entries.

6.7 E1 Framing types supported and how to Configure 31 Timeslots on a WAN E1 Port

On WSM E1 ports, the unframed format isn't supported since WSMs only support standard E1 framing for PPP or Frame Relay (the “unframed” format is only supported for unstructured Circuit Emulation T1 or E1 ports). For WSM E1 ports, it is mandatory that the frame type be set to one of the standard E1 Framing types (E1, E1-CRC, E1-MF, E1-MF-CRC) with the temod command. Most E1 services only allow a maximum of 30 usable timeslots since timeslot 0 is always used for Frame Synchronization (which is why you can't use unframed for Frame Relay or PPP ports since you must specify how timeslot 0 is used) and timeslot 16 is usually used for multiframe sequencing. The WSM can support 31 timeslots for cases where timeslot 16 isn't used for multiframe control. When you configure the timeslots for a WSM E1 port, you specify a starting timeslot followed by a number of timeslots by using the wpmodify (WAN Port Modify) command.

Normally, the WSM will use a default configuration which skips timeslot 16 automatically. In this way, it will select the E1 frame to generate E1 timeslot 0 (the “synchonization” timeslot), but leave timeslot 16 (the “multiframe control” timeslot) free. The WAN port configuration software when configured for 31 timeslots will then use all timeslots from 1 to 31 to give you a full E1 where timeslot 16 is also used for data. Again, this should only be done for facilities that do not require E1 Multi-Frame. For those types of E1 lines, they can support a maximum of 30 timeslots.  Only those E1 lines that don't require E1 multiframe can be configured in the method described below.

So, to configure a WAN E1 port for 31 timeslots, follow the steps below:

1. Enter temod <slot>/<port> at the system prompt, where <slot> is the slot number of the module with the E1 port and <port> is the port number of the E1 port. For example, to configure WSM E1 port 4/2, enter temod 4/2.

2. Enter 2=4 at the prompt to set the frame type to E1 or enter 2=5 at the prompt to set the frame type to E1-CRC.

3. Enter save at the prompt to save your settings.

4. Enter wpmodify <slot>/<port> or wpm <slot>/<port> at the system prompt, where <slot> is the slot number of the module with the E1 port and <port> is the port number of the E1 port. For example, to configure WSM E1 port 4/2, enter wpm 4/2. (Note: wpm is the abbreviated form of wpmodify.)

5. Enter 3=1 to set the starting timeslot to 1.

6. Enter 4=31 to set the number of timeslots to 31.

7. Enter save at the prompt to save your settings.

6.8 ESI for an ASM Port

A change was made in release 3.4 and later to correctly assign an ESI for an ASM port.  The ESI assigned to each ASM port uses the base MAC address for that board and the physical port number.  This will uniquely assign ESI's for port 1 and port 2 of the ASM board based on the base MAC address of that board.  This method creates a problem if the ASM board is moved between different slots, as the ESI's will be changed because the physical port number has changed.

In release 3.4, the method of assigning an ESI is changed slightly.  The base MAC address is still used, but the physical port number is no longer used, instead the interface number is used.  For a 2 port ASM board, there is interface 1 and interface 2.  With this change, even when an ASM board is moved between different slots, the interface number remains the same and thus the ESI is maintained.

With this change, there might be some backward compatible issue with pre-3.4 release software upgrading to 4.0 software when the ESI of the ASM ports is changed.  This will only affect the user using SVC based PTOP and Trunking service since the remote station has stored the old ESI in their system.  Users with LANE and any PVC based ATM services will not be affected.

6.9 Optimized Ports on ESM-100C-12, ESM-100F-8, ESM-C-32, and IBM 8277 Nways Ethernet RouteSwitches

The ESM-100C-12, ESM-100F-8 AND ESM-C-32 and IBM 8277 Nways Ethernet RouteSwitches will flood packets with unknown destination addresses on ports configured for optimized device mode.  To prevent this from occurring, the following can be entered in the mpm.cmd file:

MamOptSwtchPorts=1

NOTES:  

· If the port is set to optimized and has not learned a MAC address, it will flood these packets out regardless if the above command is used.

· If the above flag is set, the port will not flood multicast packets either.

6.10 ESM/ESX and IBM 8277 Nways Ethernet RouteSwitch Port Partitioning

Mammoth 10BaseT and 10/100BaseT boards now detect certain cabling errors and/or physical media misconfigurations which could lead to many retries and/or the reception of many spurious frames which may impact performance of devices attached to the mammoth board.

When such a condition is detected, the IBM 8274 Nways LAN RouteSwitch/IBM 8277 Nways Ethernet RouteSwitch system will now "partition" such a port.  The port is marked with an Operational state of "Inactive" in the vi menu, even though there may be a cable attached to the port, and the link light is on.  If a cable drop is detected, the system will remove the partitioned state, and bring the port back up as normal once link is detected.

If the original cabling problem has not been corrected, the link may become "partitioned" again.  If the problem has been corrected, normal operation will be enabled.

6.11 FCSM-I/FCSM-II Hot Swap Instructions 

Hot Swap only works when an FCSMI/FCSM-II is in a slot before a CSM. 

The FCSMI/FCSM-II can be installed in a chassis slot except slot 1. 

The FCSMI/FCSM-II should be inserted before any CSMs (i.e. the FCSMI/FCSM-II must have a lower slot number than any CSM in the same chassis). 

The following instructions are recommended when performing hot swap with FCSMI/FCSM-II modules: 

1. The swap command should be on when pulling or inserting FCSMI/FCSM-II modules. 

2. Before pulling the FCSMI/FCSM-II module, disconnect all CSM ports on all CSM modules on that switch. 

3. Pull the FCSMI/FCSM-II module. 

4. Wait for OK2 LED on MPM to return to blinking green. 

5. Insert the FCSMI/FCSM-II module. 

6. Wait for OK2 LED to return to blinking green on MPM and inserted FCSMI/FCSM-II module. 

7. Wait for the FCSMI/FCSM-II initialization to complete. 

8. Reconnect all CSM ports. 

6.12 Functional Address Support for IBM Spanning Tree on IBM 8274 Model GRS Nways LAN RouteSwitch and IBM 8274 Nways LAN RouteSwitch

1. The user can enable on a per Group basis the IBM Spanning Tree algorithm.  This capability is provided by one of the menu items under the stc [Group ID] command.  When the user selects IBM Spanning Tree, the IBM 8274 Nways LAN RouteSwitch automatically sets the default values for maximum age, forward delay, and hello time (6, 4, and 2 seconds, respectively) as seen in the subsequent menu items.  Unlike the IEEE Spanning Tree algorithm, in the IBM Spanning Tree algorithm these values are fixed.  However, for consistency in menu displays, IBM chose to not only display these values as in the IEEE Spanning Tree case but to enable the user to change them.  In fact, the user should not change these values.

2. The default Spanning Tree algorithm for each Group is IEEE.  If the user wishes to change Spanning Tree parameters on a per Group basis through use of the stc [Group ID] command, at least 1 virtual port needs to be attached to the Group.  An error message is displayed to this effect if the user selects the stc [Group ID] command and there are no virtual ports attached to the specified Group.

3. When the user selects IBM Spanning Tree, additional default settings are carried out as follows:

a.  all virtual ports attached to the Group in question whose physical port is either 4Mb or 16MB token ring are initialized to use Functional rather than Group addresses; 

b.  all virtual ports attached to the Group in question whose physical port is neither 4Mb nor 16Mb are set to manual forwarding mode; and,

c.  as additional virtual ports are attached to the given Group, rules a) and b) are applied.

Virtual ports that are in manual forwarding state means that they are not participating in any flavor of Spanning Tree (neither IEEE nor IBM).  Since this state occurs automatically as a result of rule b), IBM decided to forward any IEEE Spanning Tree frame received on such a port to all other virtual ports in the Group that are in manual forwarding state.  This is to prevent a loop in the topology as a result of applying rule b) mechanically.

4. For a Group configured for IBM Spanning Tree, the user can override the default settings at his or her discretion.  However, as a general rule, overriding the manual forwarding state to enable IEEE Spanning Tree on that port only is not recommended.  The user is now running a “hybrid” of IBM and IEEE Spanning Tree within the same Group.  This may have some unintended consequences, and, although not forbidden, is not recommended.

5. IBM SRT bridges send, on token ring, an IEEE-style BPDU with an STE RIF (0xC200).  We do not support this mode of operation.  The IBM 8274 Nways LAN RouteSwitch will neither process nor forward these frames. 

6. IBM Spanning Tree uses the following 48-bit Functional Address (FA) given in canonical form to transmit BPDUs: hexadecimal 0300 0000 8000.  IBM has discovered that IBM clients and servers use this address to transmit data.

7. With the current architecture of the IBM 8274 Nways LAN RouteSwitch, we cannot support the same FA for data and Spanning Tree.  The FA for IBM Spanning Tree is programmed into our MPM CAM; therefore, all data frames with this FA are claimed by the MPM.  This prevents the data from passing through our switch. However, we provide the following workarounds:

· There exists a mpm.cmd settable global variable faBpGrpDisable such that when set to 1, Spanning Tree will not program the FA into the MPM CAM.  This works for those environments that are not running IBM Spanning Tree.  The setting of the variable faBpGrpDisable should be placed BEFORE the cmInit command in file mpm.cmd.

· There exists an mpm.cmd settable global variable faBpGrpOverride which allows the user to set the lower 32-bits of the FA to some value other than hexadecimal 0000 8000 which is the lower 32 bits of the IBM Spanning Tree FA.  The upper 16 bits are always hexadecimal 0300.  This works for those environments whose applications use FA hexadecimal 0300 0000 8000, who need IBM Spanning Tree, and whose switches are all IBM or third-party bridges / switches whereby their IBM Spanning Tree FA is configurable.  The setting of the variable faBpGrpOverride should be placed BEFORE the cmInit command in file mpm.cmd.  

6.13 Group Mobility

6.13.1 Upgrading to Group Mobility II

This section only applies if the user wants to upgrade Group Mobility from 3.1 to any other release. 

Follow these instructions: 

Remove the VLANs that have been configured for Group Mobility in 3.1. 

Take "group_mobility=1" out of the mpm.cmd file. 

When loading 3.4: 

Create the mobile groups desired and reconfigure the policies for those groups. 

Perform the gmcfg command to enable Group Mobility on the switch. 

It is not required to do rm mpm.cnf on the UI shell when loading 3.4. 

6.14 Hardware Tagging

6.14.1 Support: 

GSX-FM-2, GSX-FM-4, GSX-FS-2, GSX-FS-4, 8277 MODEL 424 (8277-42G), OSGSM-FM-2 and OSGSM-FS-2

6.14.2 User Interface: 

There are three User Interface commands to configure, delete and view hardware tagging. 

Following is a brief description: 

addtggp : 
Add X802.1q group(s) to a port

deltggp : 
Delete X802.1q group(s) to a port

vitggp : 
Display X802.1q group(s) from a port(s) 

6.14.3 Limitations: 

Please note tagged or untagged refers to a port that is configured with or without hardware 802.1q tagging respectively.

a.  Mismatch configuration of groups on hardware X802.1q is not supported.  If 10 groups are configured at one end of the link, the same number of groups must be configured on the remote side of the link, with the same set of group Ids.

b.  The order or sequence in which the user adds or deletes group(s) from local and remote switches is very important to the functionality of hardware tagging.  For example, lets take the example of a user who wants to trunk 5 groups with X802.1q tagging enabled.  The user adds group 1,2,3,4,5 on the local switch then decides to add the same 5 groups on the remote end of the link.  It is imperative that the groups are added in the same sequence; 1,2,3,4,5 on the local switch and remote end.  The same applies to deleting groups. 

c.  A group with X802.1q tagging enabled on one switch port can not be configured for tagging unless the group is disabled or moved from that port. For example, if the user wants to add tagged group 2 to port 2/1, they must verify that port 2/1 does not have group 2 already assigned (vi 2/1 will display the untagged group membership). Use addvp to move the untagged group from the port. 

d.  The Gigabit modules support a proprietary tagging method called X802.1q.  This is an implementation of an early draft of the pre-standard IEEE 802.1q.  It is only interoperable between IBM Gigabit Ethernet interfaces and not with equipment supporting the final draft of the IEEE 802.1q standard.

e.  Flooding may not be performed correctly based upon group mobility.  To avoid this problem add dupMacFlood=1 to the mp4.cmd and mpx.cmd files.

6.15 Hot Swapping ASM Modules

The instructions for hot swapping modules on pages 3-6 to 3-8 in the IBM 8274 Nways LAN RouteSwitch User Manual do not apply to ASM modules.  If you use the reset command with an ASM module, the module will not come back up.  To hot swap ASM modules, follow all steps in the instructions except those requiring the reset command (i.e., steps 2 and 7).

6.16 HRE Notes

1. Large Routed Frames over IBM Proprietary FDDI Trunking:

If a FDDI port is configured for IBM Proprietary FDDI Trunking, large routed frames received from that port, will not be correctly routed by the HRE.   Data corruption will occur if the frame is larger than 1856 bytes, including the MAC header. Since Ethernet frames are smaller than 1856 bytes, they will not be affected by this limitation. Only large frames such as those generated by FDDI and Token Ring will be affected.

2. If an MPM has an HRE installed, the MPM must be installed in slot 1. Slot 1 is optimized for high performance routing.

3. Redundant HRE is not currently supported.

6.17 HRE-X with IPX Routing

1. The default value of the hrXnative flag is "1" which should be used when similar encapsulation ports are used.

2. On a system with an HRE-X that needs ethernet translations, set hreXnative=o in the mpm.cmd file before the cmInit command.  Then enable ethernet translations if all of the end stations ethernet encapsulations are not set to the router ports encapsulation, e.g. the modvl command shows eth-ii encapsulation but the station is set to snap.  If hreXnative is equal to one (the default), it will not matter what the swch command is set to.  The packets will be sent out with the router ports configured encapsulation.  HreXnative has no effect on non-ethernet (e.g. token ring or FDDI) ports.

6.18 IPX Performance Updates

There are two additional commands in the IPX submenu; one for enabling/disabling extended RIP and SAP packets (ipxext) and another for configuring/disabling an IPX default route (ipxdrt).

6.18.1 IPX Extended RIP and SAP Packets

Larger RIP and SAP packets may be transmitted so that congestion in the network is reduced. To enable/disable larger packets, use the following UI command syntax:

ipxext [on | off]

For example, enter ipxext on to enable the feature. 

To display the current status of the feature, enter the command alone:

ipxext

When the feature is disabled, the following message displays: IPX extended RIPs and SAPs off.  When the feature is enabled, the following message displays: IPX extended RIPs and SAPs on.

6.18.2 IPX Default Route

A default IPX route may be configured for packets destined for networks unknown to the switch. If RIP messages are disabled, packets can still be forwarded to a router that knows where to send them.

To configure a default route, use the following UI command syntax:

ipxdrt [network ID [MAC address]] | [off]

If the network ID indicates a direct network on this switch, the MAC address (IPX node address) must be supplied for the next router. You can enter the MAC address in the command line, or the system will prompt you for it. For example, enter ipxdrt 222  00:20:da:99:88:77 to configure a default route to a direct network.

To view the status of the default route, enter the following:

ipxdrt

The default route network ID and MAC address display.

To disable the default route, enter the following:

ipxdrt off

6.19 MPM Upgrade 

To upgrade memory, existing units in the field should purchase an MPM-UPGR-56MD-12MF upgrade kit.  The MPM-UPGR-56MD-12MF upgrade kit is a single SIMM with 56 Mbytes of DRAM and 8 Mbytes of flash memory.  The MPM-UPGR-56MD-12MF also comes with installation instructions.

IBM memory is required for all MPM upgrades.

6.20 MPX on-board Ethernet Ports

6.20.1 Configuring an IP Address on the MPX on-board Ethernet Module 

Before accessing the IBM 8274 Model GRS Nways LAN RouteSwitch  through the MPX on-board Ethernet port, you must assign an IP address to it first.  It can be done only through the Boot prompt.  Note the Boot prompt is case sensitive. 

1.
When the Boot prompt displays as shown below: 

[Boot]: 

enter a lowercase c to begin configuring parameters. 

A prompt similar to the following displays. 

'.' = clear field;     '-' = go to previous field;     ^D = quit 

Boot device : ffs 
2.
Press the <Return> key to accept the defaults for all values until you encounter the ethernet address prompt, as shown below:

Eth IP addr[:mask] : 

3.
Enter an IP address for the Ethernet plug-in module in dotted decimal or hexadecimal notation. As an option, you can also enter an IP address mask in hexadecimal notation. If no mask is provided, the switch will try to determine the mask using Internet Control Message Protocol (ICMP) requests. 

4.
Several more configurable fields will be displayed. Enter control-D. 

5. 
When the Boot prompt displays again, as shown below: 

[Boot]: 

enter an uppercase S to save the Ethernet plug-in module’s new IP address.

Notes:     The boot prompt is case sensitive, and the port is currently not supported by SNMP or X-Vision.

6.21 IBM 8277 Nways Ethernet RouteSwitch 3032 and IBM 8277 Nways Ethernet RouteSwitch 3032E

When the IBM 8277 Nways Ethernet RouteSwitch 3032 is still initializing, the normal "login" prompt will appear prior to the switch going through its full bootup process.  If you attempt to login to the switch prior to the sequence in which the OK1 and OK2 LEDS are blinking, then slot 5 or expansion port 2 will fail to initialize. 

A slot command will show slot 5 as "unknown".   In order to avoid this failure, allow the OS-3032 to go through its full bootup cycle before commencing to login.

6.22 IBM 8277 Nways Ethernet RouteSwitch Memory

IBM 8277 Nways Ethernet RouteSwitches 2032, 3032 and 5024 now require 32 megabytes of DRAM when running ATM.  The current memory size can be found through the systat command.  To upgrade the DRAM, order an IBM 8277 Nways Ethernet RouteSwitch 32Megbyte Upgrade Kit or RSTK-32MDRAM-UPGR.

6.23 Simm Flash Module (IBM 8274 Nways LAN RouteSwitch)

The following files MUST be in /flash:

The boot file
-
mpm.img
See below.

The startup script
-
mpm.cmd
See below.

File which allows boot initialization
-
mpm.cfg
See below.

The configuration file
-
mpm.cnf
See below.

Redundant MPM issues with 32MB/56MB SIMM/flash:

A file in /flash can only be transferred to /flash on another MPM.

A file in /simm can only be transferred to /simm on another MPM.

This applies to imgsync, mpmstore, mpmreplace, mpmload and mpmget.

6.24 IBM 8274 Nways LAN RouteSwitch 9-Slot Power Supply

1. Only a maximum of six CSM-622s can populate an IBM 8274 Nways LAN RouteSwitch Narrow Chassis when using a 500Watt power supply (including redundancy).

2. For a full chassis of seven CSM-622's, the CPA 4-650-5543 NIDEC/Power General (IBM -  P/N 200007-10) is recommended.

6.25 PNNI - Configuring Node-Specific Parameters 

If a pncfg command has been issued on a 3.1.X switch, it will store the user's node id/address configured.  If the administrator did not modify the node id or address, pncfg will store the factory default address.

If the user then upgrades to 3.4.9, the node ID will be the same as it was in 3.4 and prior builds.  Once the user upgrades their 3.1.X switch to 3.4.9, they need to issue the pncfg command and change it to the new prefix.  When PNNI configuration has been changed using the pncfg, a flag is set which will tell PNNI whether it should use the 3.4.9 factory defaults or the user configured prefix.

After upgrading to 3.4.9, the user must verify that the address summary matches the node ID (in the first 13 bytes).

6.26 PNNI and Redundant MPM's 

When the node ID is unspecified, the node ID changes when the secondary MPM takes over.  To prevent this failover problem, one must specify the default, save it to the configuration file, and then perform an image sync as follows:

1) Execute pncfg on the primary and set items 1,2,3, and 6 to the defaults (from unspecified …)

2) Save the data and force the changes to take immediate effect

3) Execute a configsync. (immediately …)

(optional):

4) Execute renounce (to verify that the values are on the redundant MPM)

5) Login to the (now) primary

6) Execute pncfg and verify items 1,2 3, and 6 …

6.27 Port Mapping 

Port mapping is disabled in 3.4.7 and 3.4.9.  If you need to use the port mapping feature, the following line should be added to the mpm.cmd file, "pmapping_enabled-1".

If the user executes the pmap command and exits without configuring any ports for port mapping, port mapping will be turned on in the box.   This will interfere with normal operation and might cause functional problems.  If the user does not intend to configure port mapping, do not execute the pmap command.

6.28 Static Route Configuration and GateD

Due to differences in the way that routing information is maintained by GateD and the IP protocol stack (kernel), mismatches in routing tables can appear if the RISR/AISR commands are used to configure static routes while GateD is running.

Whereas the kernel IP routing table houses any and all routes (whether currently reachable or not), GateD will not allow for the configuration of "unreachable" static routes.  Another way of stating the latter point is to say that GateD will not add a static route to its routing table unless the interface for the route's "next hop" is operational.

On systems in which all interfaces are always "up", this difference in behavior is not apparent because both the kernel and GateD accept routes for which the "next hop" is via an operational interface.  On systems which have one or more "down" interfaces, confusion arises due to the difference in the way that routing tables are maintained by both the kernel and GateD.

For example, when a static route to a non-operational interface is "added" with the AISR command, the kernel accepts the route unconditionally and adds it to the kernel forwarding table.  After the route is added, it will show up in the output of the IPR command.  In this same situation, GateD refuses to accept the route because there is no operational interface for the route's "next hop".  The route will not appear in the output of the GATED ROUTES command precisely because GateD refuses to accept the "non-operational" route.

On systems which have "down" interfaces, mismatches might appear in the kernel and GateD routing tables whenever "static" routes have been configured with the AISR and/or RISR commands. (The kernel routing table is displayed with the IPR command, while the GateD routing table is displayed with the GA ROUTES command.)

When GateD is running, this de-synchronization problem can be avoided and proper routing operation ensured only if use of the AISR/RISR commands is discontinued in favor of GateD's own "static" route configuration mechanism, which is controlled by statements in the gated.conf file.  Rather than using AISR to create static routes, users should insert "static" statements in the gated.conf file--this will ensure that GateD correctly receives knowledge of static routes.

When GateD is running, the "correct" way to add or remove static routes is to edit the gated.conf file and then issue the GATED RECONFIG command which will cause GateD to re-read the gated.conf file and learn of the static route changes.  [Note that GateD will complain about unreachable static routes (e.g. routes for which there is no active interface) which are configured in the gated.conf file.  This stresses the importance of adding static routes that are dependent only on operational ("up") interfaces.]

7 FLASH Requirements for IBM 8274 Model GRS Nways LAN RouteSwitch, IBM 8274 Nways LAN RouteSwitch, and IBM 8277 Nways Ethernet RouteSwitch

Version 3.4.9 requires 32 Mbytes of DRAM and 8 Mbytes of Flash memory for IBM 8274 Model GRS Nways LAN RouteSwitch and 16 Mbytes of DRAM and 4 Mbytes of Flash memory for IBM 8277 Nways Ethernet RouteSwitch and IBM 8274 Nways LAN RouteSwitch. Configuration information is stored in FLASH in addition to the compressed file images.  See the following table for the flash memory required for each module.

Filename
Image Size (Bytes)
Module Type

mpm.img
1,716,161
MPM, MPM II or MPM-1G image.

mpm.cmd
38 Approximately
MPM, MPM II or MPM-1G command file containing system commands for booting.

mpm.cfg
1k
MPM, MPM II or MPM-1G configuration file fixes at 1K to allow the chassis bootstrap to initialize.

mpm.cnf
32k minimum- 512k maximum
MPM, MPM II, or MPM-1G configuration file (size indicated is the default or minimum) size.  As configurations are added, the size will increase.

tmpmpm.cnf
32k minimum- 512k maximum
Temporary shadow file of the MPM configuration file during expansion.  It remains the same size as the mpm.cnf.

diag.img
241,989
Off-line Enhanced Diagnostics image for the MPM.

dni.img
18,767
Off-line Enhanced Diagnostics image for the NI.

dmesm.img
26,799
The  NI loadable diagnostic image used for stress test for IBM 8274 Nways LAN RouteSwitch Mammoth based ethernet modules.

gated.img
499,968
Advanced Routing – Dynamically loadable GateD image for OSPF, and RIP II.

isdn.img
205,662
Dynamically loadable module which contains the ISDN signaling code, and the WSM-BRI daughtercard code.  (Daughtercard code takes up flash space only) Needed only if WSM-BRI is present.

mrd.img
67,990
Advanced Routing – Dynamically loadable image for Multicast Routing function.

t1e1drv.img
75,301
Image for the following switching modules: CSM-AB-E1, CSM-AB-CE-E1,  CSM-AB-CE-T1, WSM-FT1, WSM-FE1.

asm.img
847,586
ASM-155-F, ASM-155-C, ASM-DS3, ASM-E3, ASM2-155-F, ASM2-622-RFM/RFS, ASX switching module loadable image.  Includes MPM code to support modules, signaling stack and ATM Services (see Section 9).

asmce.img
47,719
Image for the following switching modules:  ASM-CE

asmcedrv.img
159,790
Image for the following switching modules: ASM-CE, ASM2-CE, CSM-CE.

cell.img
855,729
CSM – Dynamically loadable image for the MPM to manage all types of CSM.  

ds3e3drv.img
53,985
Image for the following switching modules: ASM-DS3, ASM-E3, ASM-CE-DS3, ASM-CE-E3, ASM2-DS3, ASM2-E3, CSM-AB-DS3, CSM-AB-E3.

mesm.img
26,721
Image for the following switching modules: ESM-100C-12, ESM-100F-8, and ESM-C-32, GSM-FS/FM.

e12.img
27,634
Image for the following switching modules: ESM-C-12, ESM-T-12, ESM-F-8.

esm.img
27,219
Image for the following switching modules: ESM-8, ESM-U.

fesm.img
31,932
Image for the following switching modules: ESM-100-C with HSM motherboard.

fesm2.img
31,901
Image for the following switching modules: ESM-100-C with HSM2 motherboard.

fsm.img
291,526
Image for the following switching modules: FSM-M, FSM-S, FSM-C, FSM-M-C.  Includes MPM code to support modules.

tsm.img
195,280
Image for the following switching modules: TSM-C-6, TSM-F-6.

mtsm.img
221,010
Image for the following switching module: TSM-CD-16W-4C

tsm.pga
74,410
Includes trbyr6.pga, tryrr.pga, trlobe.pga, trstatn.pga, trsyr6.pga, trsyrr.pga, trxyln3.pga, and tryln6.pga.

wsm.img
426,544
Includes WSM Driver, PPP Code (Telenetworks), Frame Relay, LMI, and WSM daughtercard (Daughtercard takes up flash space only.).

7         FLASH Requirements for IBM 8274 Model GRS Nways LAN RouteSwitch, IBM 8274 Nways LAN RouteSwitch, and IBM 8277 Nways Ethernet RouteSwitch (Cont'd)

Filename
Image Size (Bytes)
Module Type

fwd.img
138,057
Firewall image for IBM 8274 Model GRS Nways LAN RouteSwitch

fwd.img
138,057
Firewall image for IBM 8274 Nways LAN RouteSwitch

fwd.img
137,771
Firewall image for IBM 8277 Nways Ethernet RouteSwitch

lsm.img
175,920
LANE Service Module image

mp4.cfg
1k
MP4 configuration file fixes at 1K to allow the chassis bootstrap to initialize.

mp4.cnf
32k minimum 512K maximum 
MP4 configuration file (size indicated is the default (or minimum) size.  As configurations are added the size will increase.

mp4.img
1,654,068
Management Processor Image for the IBM 8277 Nways Ethernet RouteSwitch 4024 and 5024.

mp4.cmd
18
Management Processor Image command file which contains system commands for booting the IBM 8277 Nways Ethernet RouteSwitch 2032, 3032, and 5024.

ae4.img
831,472
Image for the following subswitch modules: ATM and Ethernet for the IBM 8277 Nways Ethernet RouteSwitch 2032, 3032 and 5024.

em4.img
29,288
Image for the Ethernet subswitch module for all IBM 8277 Nways Ethernet RouteSwitch units.

p4diag.img
140,433
Image for Enhanced Diagnostics for the IBM 8277 Nways Ethernet RouteSwitch 4024 & 5024.

dem4.img
29,365
Substitute ethernet driver for IBM 8277 Nways Ethernet RouteSwitch used for stress test. 

ws4.img
497,892
Includes WSM Driver, Frame Relay, LMI, and WSM daughtercard (Daughtercard takes up flash space only.).

mpx.img
1,757,995
MPX image.

mpx.cmd
38 Approximately
MPX command file containing system commands for booting.

diagx.img
251,995
Off-line Enhanced Diagnostics image for the MPX.

esx.img
27,479
Image for the following switching modules: ESX-100C-12W, ESX-100C-32W, GSX-FM -2W, GSX-FS-2W

desx.img
27,551
NI loadable diagnostic image used for stress test and fabric test for IBM 8274 Model GRS Nways LAN RouteSwitch  Mammoth based ethernet modules.

tsx.img
221,010
Image for the following switching modules: TSX-C-32W, TSX-CD-16W

Note:  
Release 3.0 and higher require 4 Mbytes of FLASH for the IBM 8277 Nways Ethernet RouteSwitch and IBM 8274 Nways LAN RouteSwitch.

Due to the increasing number of image files and varying sizes of the image files, the user has an enormous amount of flexibility in configuring an IBM 8274 Nways LAN RouteSwitch.  The table above shows the images with a brief description of what each image is used for. All images will not fit into 4 MB of FLASH.  However, in most cases, not all images are required.  Also, the FLASH is used to store configuration information so additional space will be required.   It is highly recommended that users remove all images not required for operation on a given switch (make sure you back them up on another device e.g. PC or Unix endstation). Once they are backed up remove (rm command) any Network Interface Module files that are not used to conserve flash memory usage.   For example, if the token ring module (TSM) is not installed in the IBM 8274 Nways LAN RouteSwitch, the tsm.img and tsm.pga files may be removed. 

IMPORTANT: The chassis requires a minimum amount of space available in FLASH for booting. When all images are loaded in FLASH, there needs to be at least .5 MB free. If your images exceed this amount, you MUST delete some images from FLASH.  Also if you are running with any configuration other than the default, you will need additional available FLASH.
8 Multiple Image Requirements

Multiple images are required for some modules.  The WSM modules and some of the ASM and CSM modules require more than one image. Below is a table showing which board types require more than one.  Note that all modules require the mpm.img image.

IBM 8274 Nways LAN RouteSwitch





Board Type
Images (besides mpm.img)







CSM-AB-DS1
cell.img
asm.img
t1e1drv.img


CSM-AB-E1
cell.img
asm.img
t1e1drv.img


CSM-AB-CE-T1
cell.img
asm.img
t1e1drv.img
asmcedrv.img

CSM-AB-CE-E1
cell.img
asm.img
t1e1drv.img
asmcedrv.img

CSM-AB-DS3
cell.img
asm.img
ds3e3drv.img


CSM-AB-E3
cell.img
asm.img
ds3e3drv.img


CSM-ABB-155x
cell.img
asm.img









ASM-CE-T1/OC3
t1e1drv.img
asmce.img
asm.img
asmcedrv.img

ASM-CE-E1/OC3
t1e1drv.img
asmce.img
asm.img
asmcedrv.img

ASM-CE-T1/DS3
t1e1drv.img
asmce.img
asm.img
asmcedrv.img

ASM-CE-E1/E3
t1e1drv.img
asmce.img
asm.img
asmcedrv.img







WSM
wsm.img




WSM-BRI
wsm.img
isdn.img
isdn.img


WSM-FT1
wsm.img
t1e1drv.img
t1e1drv.img


WSM-FE1
wsm.img
t1e1drv.img
t1e1drv.img


IBM 8277 Nways Ethernet RouteSwitch





Board Type
Images (besides mpm.img)

RSASM2-155
ae4.img
em4.img



RSASM2-622
ae4.img
em4.img



RSESM
em4.img




RSGSM
em4.img




RSWSM-BRI
w4.img
isdn.img
em4.img


RSWSM-FE1
wsm.img
t1e1drv.img
em4.img


RSWSM-FT1
wsm.img
t1e1drv.img
em4.img


9 ATM Services

ATM Services
ASM (Midway)
ASM2 (SAHI)
ASX (SAHI)

LEC
X
X
X

CIP
X
X
X

X-LANE




      1483
X
X
X

      PRIV
X



Trunking




      1483
X
X
X

      PRIV
X
X
X

PTOP




      1483
X
X
X

      PRIV
X
X
X

10 Example of IBM 8274 Model GRS Nways LAN RouteSwitch FLASH Requirements for Release 3.4.9
Images
Grand   Total     Flash Size

Files
Basic Images




BOOTROM

512,000


FFS Spare

512,000

1
MPX Image

1,757,995

2, 3
MPX Config (Potentially 2 files)
65,536


Potential Config information
200,000

4
MPX Log

20,000

5
MPX Misc

4,096



Subtotal
3,071,627

Network Interface Images


6
asm.img
ASX
847,586

7
esx.img
ESX   12 & 32 port
27,479

8
tsx.img
TSX (MPX & NI)
221,010



Subtotal
1,096,075

Dynamically Loadable Images


9
diagx.img*
Diagnostic MPX image
251,828

10
desx.img*
Diagnostic ESX image
27,551

11
fwd.img*
Firewall image
138,036



Subtotal 
417,415








Total
4,585,117


8 MB = 8,388,608  
4,551,620



33,497

*When utilizing these dynamically loadable images, we recommend 32MB DRAM.

IMPORTANT NOTICE:

You will have to remove unused network interface images from flash to make room for loadable images if the amount of remaining flash is less than 512,288 bytes.

11 Examples of IBM 8274 Nways LAN RouteSwitch FLASH Requirements for Release 3.4.9

Images
Grand Total     Flash Size
ATM Edge Flash Size
ATM Edge   w/ Adv. Rtg Flash Size
Ethernet / FDDI Flash Size
Ethernet / FDDI w/Adv. Rtg. Flash Size
Cell Flash Size
Cell with  LSM        Flash Size
Wide Area Edge        Flash  Size
Wide Area Edge w/Adv. Rtg. Flash Size

Files
Basic Images












BOOTROM

262,144
262,144
262,144
262,144
262,144
262,144
262,144
262,144
262,144


FFS Spare

262,144
262,144
262,144
262,144
262,144
262,144
262,144
262,144
262,144

1
MPM Image

1,716,161
1,716,161
1,716,161
1,716,161
1,716,161
1,716,161
1,716,161
1,716,161
1,716,161

2, 3
MPM Config (Potentially 2 files)
65,536
65,536
65,536
65,536
65,536
65,536
65,536
65,536
65,536


Potential Config information
200,000
200,000
200,000
200,000
200,000
200,000
200,000
200,000
200,000

4
MPM Log

12,048
12,048
12,048
12,048
12,048
12,048
12,048
12,048
12,048

5
MPM Misc

4,096
4,096
4,096
4,096
4,096
4,096
4,096
4,096
4,096



Subtotal 
2,522,129
2,522,129
2,522,129
2,522,129
2,522,129
2,522,129
2,522,129
2,522,129
2,522,129

Network Interface Images










6
asm.img
ASM Driver
847,586
847,586
847,586


847,586
847,586



7
asmce.img
ASM CE
47,719









8
asmcedrv.img
ASM CE Driver
159,790









9
e12.img
ESM 12-port
27,634









10
esm.img
ESM 8-port
27,219









11
fesm.img
FAST ESM (HSM1)
31,932









12
fesm2.img
FAST ESM (HSM2)
31,901









13
fsm.img
FSM (MPM & NI)
291,526
291,526
291,526
291,526
291,526


291,526
291,526

14
mesm.img
Mammoth based ESM
26,721
26,721
26,721
26,721
26,721


26,721
26,721

15
mtsm.img
TSM (MPM & NI)
221,010
221,010
221,010




221,010
221,010

16
tsm.img
TSM (MPM & NI)
195,280









17
t1e1drv.img
T1/E1 NI driver
75,301









18
ds3edrv.img
DS3/E3 NI driver
53,985











Subtotal 
2,037,604
1,386,843
1,386,843
318,247
318,247
847,586
847,586
539,257
539,257

Dynamically Loadable Images










19
cell.img*
OmniCell image
855,729




855,729
855,729



20
diag.img*
Diagnostic MPM image
241,955









21
dni.img
Diagnostic NI image
18,767









22
dmesm.img
Diagnostic MESM image
26,799









23
wsm.img
FR NI image
426,544






426,544
426,544

24
isdn.img
ISDN BRI
205,662









25
gated.img
Advanced Routing
499,968

499,968

499,968



499,968

26
mrd.img
IP Multicast Routing
67,990









27
lsm.img*
LANE Server
175,920





175,920



28
fwd.img*
Firewalls
138,057

138,057

138,057



138,057



Subtotal
2,657,391
0
638,025
0
638,025
855,729
1,031,649
426,544
1,064,569
















Total
7,217,124
3,908,972
4,546,997
2,840,376
3,478,401
4,225,444
4,401,364
3,487,930
4,125,955


4 MB = 4,194,304
----
4,194,304
----
4,194,304
----
----
----
4,194,304
----


8 MB = 8,388,608
8,388,608
----
8,388,608
----
8,388,608
8,388,608
8,388,608
----
8,388,608



-1,171,484
-285,332
-3,841,611
-1,353,928
-4,910,207
-4,163,164
-3,987,244
-706,374
-4,262,653



* When utilizing these dynamically loadable images, we recommend 32MB DRAM and 8 MB FLASH.










IMPORTANT NOTICE:

You will have to remove unused network interface images from flash to make room for loadable images if the amount of remaining flash is less than 512,288 bytes.

12 Examples of IBM 8277 Nways Ethernet RouteSwitch FLASH Requirements

           for Release 3.4.9

Images
IBM 8277 Nways Ethernet RouteSwitch

Grand Total  Flash Size
ATM Uplinks Flash Size
Fast Ethernet Uplinks  Flash Size
Wide Area Edge Flash Size

Files
Basic Images






BOOTROM

524,288
524,288
524,288
524,288


FFS Spare

262,144
262,144
262,144
262,144

1
MP4 Image

1,654,068
1,654,068
1,654,068
1,654,068

2, 3
MPM Config (potentially 2 files)
65,536
65,536
65,536
65,536


Potential Config information
200,000
200,000
200,000
200,000

4
MPM Log

12,048
12,048
12,048
12,048

5
MPM Misc

4,096
4,096
4,096
4,096



Subtotal
2,722,180
2,722,180
2,722,180
2,722,180


Network Interface Images





6
ae4.img*
ATM & Ethernet Driver
831,472
831,472



7
em4.img
Ethernet Driver
29,288
29,288
29,288
29,288

8
ws4.img
WSM Driver
497,892


497,892



Subtotal
1,358,652
860,760
29,288
527,180


Advance Feature Images





9
p4diag.img*
Diagnostic MPM image
140,433




10
dem4.img
Diagnostic Ethernet Driver
29,365




11
gated.img*
Advanced Routing
499,968




12
mrd.img*
IP Multicast Routing
67,990




13
isdn.img
ISN BRI
205,662




14
t1e1drv.img
T1/E1 NI driver
75,301




15
fwd.img*
Firewall image
137,771






Subtotal
1,016,057
0
0
0










Total
5,096,889
3,582,940
2,751,468
3,249,360


4 MB = 4,194,304
4,194,304
4,194,304
4,194,304
4,194,304




902,585
-611,364
-1,442,836
-944,944

*These images are dynamically loadable images.  When running lsm.img and fwd.img, it is recommended that the user install 32MB DRAM.
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8277 MODEL

5024/3032/2032
RSASM
RSGSM
RSWSM-BRI-SC-1
RSWSM-FE1/FT1-SC-1

mp4.cmd
YES
YES
YES
YES
YES

em4.img
YES
YES
YES
YES
YES

mp4.img
YES
YES
YES
YES
YES

ae4.img
NO
YES
NO
NO
NO

p4diag.img
NO
YES
YES
YES
YES

dem4.img
NO
NO
YES
NO
NO

ws4.img
NO
NO
NO
YES
YES

isdn.img
NO
NO
NO
YES
NO

t1e1drv.img
NO
NO
NO
NO
YES

14 IBM Operating System (IOS) Version 3.4.8 Problem Resolutions

14.1 IOS Problems fixed in this release

· RIP route metrics are not updated in the kernal routing table when the gated.conf configuration file is updated with a new RIP metric and gated is reconfigured. (PR 14741/22432)

· atmSSCOPstate Signaling StateTrap message may give a non-existent port location (Slot 10, port 1). (PR 21455)

· If Gated's RIP2 receives a routing update with a next hop address of 0.0.0.0, it does not properly interpret the route.  The RFC states that the routes should be installed in the routing table using the send of the RIP update as the next hop gateway.  Gated drops the route. (PR 21981)

· When two switches with redundant port ASXs connected back to back on both the physical ports (A & B) are rebooted together, than one switch will come up on Port A and the other switch on Port B.

· The pmstat command shows percent ram available as 128%  (PR 22230)

· Cisco cannot handle a frame with a maximum size  of 1500 bytes plus headers. (PR 22512)

· When the PVC's are configured to use compression, the switch may show frame relay discard errors. (PR 23920)

· Traffic is not passed from LEC to L/Bus until a modvl command is done on any core group. (PR 24125)

· ASX- The ATM Layer Receive Error Statistics Table displays CRC's and other counters incrementing at low CPU utilization. (PR 24848)

· The vlec command requires a write privilege. (PR 24201)

· Reset or hot swap does not work reliably on the FCSM-II. (PR 24639)

· CPU utilization goes up to 60% and above when SNMP queries iproute, ipNetToMedia and ifTable. (PR 24869)

· When an SSCOP down/up event occurs rapidly on an ATM link where auto-activated lecs are configured, the following message may scroll on the screen. "Service already running on port slot/port". (PR 24932)

· The viatrl command may cause the CPU utilization to go excessively high when the user cancels the command. (PR 25308)

· Connection of an RS-4024 to an 8274 Model W95 over FE causes high utilization and source learning. (PR 25337)

· When a static mac is configured on a port such that the group id of the static mac is different from that of the port on which it is configured, and the switch is rebooted, the static mac address gets restored in the group id of the port on which it is configured and not in the group that it was originally configured. (PR 25444)

· Query atmLecStatusTable, atmLecActualLanName is blank for disabled Service. (PR 25592/25574)

· ENC and TRC files generated by PMON are no longer readable using NetXRay. (PR 25678)

· LSM does not flush the redundancy VCI even though it is in an idle state. (PR 25687)

· LSM vlb slot/port elan name displays incorrect number of LECs. (PR 25758)

· WSM daughtercard freezes up under extreme noise. (PR 25792)

· When the user polls the health statistics with X-Vision on an IBM 8274 Nways LAN RouteSwitch, the tSnmp_agent task spikes and causes CPU utilization to also spike. (PR 25847)

· A vap command shows a single mode ASM port as a multimode port. (PR 25957)

· Can not save the configuration of transport priority for SPVC. (PR 26097)

· ASM2-155RFM ports are not showing up in X-Vision 4.0 - Services Tree. (PR 26232)

· Redundant MPX with (HRE-X on NIs) keeps crashing. (PR 26305)

· Port mirroring problem overruns /flash. (PR 26320)

· If Token Ring ports on TSM-CD-16, TSX-CD-16 or TSX-C32 are set to autoswitch or optimized mode, multicast packets will not be flooded out on such ports.  (PR 26391)

· IBM 8277 Nways Ethernet RouteSwitch WSM is failing and crashing the switch. (PR 26471)

· When the CAM exceeds 85% of it's learning capacity, adaptive learning will take place thus cutting the exp. timer for mac addresses by 50%. (PR 26554)

· If all 9 slots are occupied, do not put the WSM card in slot 9. (PR 26562)

· A GSX-FM-4W module in a GRS-5 stops forwarding traffic when it sees a DINA frame from an 8277 MODEL 424 (8277-42G). (PR 26618).

· PMON and Port mirroring is not working on ESM-100C-12-2C from port 7 - 12. (PR 26629)

· Unable to delete a VC using a dvc command.  User will receive "Get ASM usage: .... message". (PR 26758)

· Increase the current PtMP watermark to 2048. (PR 26796)

· The graceful reset sequence for limping IOP2s is wrong. (PR 26809)

· Doing a Mib-Walk... , Selector byte returns all zero's. (PR 26820)

· ILMI on our CSM does not allow for duplicate ATM addresses (19 bytes) on the same port. (PR 26854)

· Health statistics in hmstat for FCSM-II are incorrect. (PR 26907)

· Switch dumped error messages to local console, and switch has been randomly locking up. (PR 26929)

· The Mammoth TR NI code sends frames out of a blocked port causing storm. The NI code reads the Blocked bit but it does not perform the test whether the port was blocked or not before sending frames out. (PR 26943)

· In the presence of multiple trunk groups, not all vports are successfully assigned to Frame Relay trunk service. (PR 26964)

· Task: 0x49b28b18 "tSnmp_agent" crashes when using snmp & rmon. (PR 27031)

· RMON timer task crash. (PR 27032)

· The LE_ARP table will remain empty during any and all transaction to the server LEC will fail to send an LE_ARP upon receipt an IPX Uni-cast packet to the IPX Server. (PR 27040)

· ASX module reports CRC errors and degrades in performance. (PR 27085)

· Using the Pmon command on the Mammoth Token Ring Source Routing port with flooded Token Ring frames may cause a module to crash.  (PR 27134)

· Trap message shows agent address as default vlan IP address.  (PR 27136)

· SPVC mapping get corrupted up after rebooting the switch. (PR 27220)

· TSM-CD-16 and TSX-CD-32 ports crash and do not reset.  (PR 27272)

· IBM 8274 Model GRS Nways LAN RouteSwitch with HRE-X leaks frames to the MPX. (PR 27280)

· When multiple 802.1Q groups are on the same Virtual port, no Data Directs are established on LANE. (PR 27288)

· Cannot send traffic from a 8273 RouteSwitch to IBM 8274 Nways LAN RouteSwitch over ATM trunking and vice versa. (PR 27331)

· TSX shows "?" when a tpvc command is issued. (PR 27356)

· VLAN authentication using the XVSS client does not work on ports with vport > 127.  (PR 27357)

· Multicast traffic leaks to Token Ring and Gigabit ports. (PR 27365)

· The ipr command shows learned routes as static default routes. (PR 27388)

· FCSM-II crash (with NI dump) when sending 7K-byte Token-ring broadcast.  (PR 27407)

· Group Mobility task causes TSM driver memory leak. (PR 27408)

· When SPVC is configured with CBR tagged, the circuit will not come up.  Without tagging service, the circuit comes up fine. (PR 27411)

· When polling the health mib via X-Vision, the IBM 8274 Model GRS Nways LAN RouteSwitches reboot and fail to recover. (PR 27426/27710)

· The file to program T1 flash on reboot failed for all IBM 8277 Nways Ethernet RouteSwitches and IBM 8274 Model GRS Nways LAN RouteSwitch. (PR 27442)

· Change cmDoHardWdReset default to off. (PR 27456)

· TSX-C-32 Lockup Condition. (PR 27458)

· Unable to modify a pvc when using the mvc command in specific conditions. (PR 27484)

· Hot swap of mammoth Token Ring modules generate messages on the UI. (PR 27489)

· GRS-9 with HRE leaking memory with tNetTask_link_rc_to_arp taking.  (PR 27496)

· TSM-CD-16 stops sending broadcasts after a period of time. (PR 27502)

· MPM redundancy failed (takeover). (PR 27515)

· Telnet UI session may not shut down properly. (PR 27526)

· Unable to change ESI of a CSM port.  (PR 27534)

· Unable to add AT-VLAN Port Rule for the ASX port on using LANE services. (PR 27562)

· A port with user in multiple mobility groups shows invalid slot/port numbers. (PR 27563)

· Statistics on swch & ve show runt counts due to collision as well. (PR 27608)

· tsmGpSetFunc gave an "invalid slot" error message (PR 27727)

· The switch will let a user map an incorrect VCI after changing VPI/VCI bits. (PR 27764)

· Port 17-32 of TSX-C-32 are locking up when users connect / disconnect. (PR 27784)

· Resetting TSX CD-32 modules might leave a dump file. (PR 27810)

· Deleted task does not release the semaphone.  Thereby not allowing user to reboot or write to the file system. (PR 27892)

· IPX fast path routing is broken over TRLLC router port. (PR 27898)

· Frame Relay services when running compression no longer passes frames. (PR 27987)

· Modify the processing of the cmdlog command so that when it finds a command in the log file that is not in the current command table, it displays 'Error!' for the command, and then goes on to process the rest of the log file. (PR 27989)

· Problems passing particular oversized frames on ASX (mammoth) board. (PR 28040)

· Can not set maximum VC's to 12 bits.  (PR 28129)

· Chassis Manager truncates leading zeros for part numbers and serial numbers. (PR 28147)

15 Known IBM 8274 Model GRS Nways LAN RouteSwitch, IBM 8274 Nways LAN RouteSwitch, and IBM 8277 Nways Ethernet RouteSwitch Problems/Limitations 

The problems listed here include problems known at the time of the product’s release.  Any problems not discussed in this section should be brought to the attention of the IBM Technical Support organization as soon as possible.  
15.1 Known Advanced Routing, GateD & Routing Problems/Limitations

Problem Report  4122

The total datagrams received and total PDU’s requested for transmit statistics displayed in the ips command can be incorrect.  The switch uses TCP packets to enforce paging for the user interface displays, which causes these statistics to increase even when no external IP traffic is being received or transmitted.


Work-around:
Turn off the switch “more” function, which allows multiple page user interface output to be displayed one page at a time.  This is accomplished by issuing the nomore UI command.

Problem Report 5611

The exact parameter of the gated import filtering statement does not work properly. If exact is configured then no routes will pass the

specified filter.  In addition, the refine parameter of the import filtering statement does not work properly.  Refine does not allow

subnet routes to pass the filter.  Host routes are allowed as specified.


Work-around:
NONE.

Problem Report 6060

OSPF does not pass on the route tag in its external LS advertisement.


Work-around:
NONE.

Problem Report 6534

When Frame Relay is used with OSPF and more than two switches are interconnected on the same Frame Relay service with different DLCI's but the same IP network address, and the switches are not fully meshed, then routing connectivity among all the switches is not maintained.  This is a byproduct of the way OSPF and IP routing operates.


Work-around:
This configuration cannot be expected to work in normal IP routing environments.  This requires changes to the way routing works in a non-meshed frame relay network.  Those changes have been made in the RIP routing supported by the base IBM 8274 Nways LAN RouteSwitch software.  If this configuration is required, use the IBM 8274 Nways LAN RouteSwitch RIP implementation, not the Advanced Routing package. 

Problem Report 6947, 6943

IPX clients were unable to connect to any IPX server when the router port encapsulation was set to SR_FDDI_LLC or SR_FDDI_SNAP and the client and server did not have source routing enabled.


Work-around:
Do not set router port encapsulation to either SR_FDDI_LLC or SR_FDDI_SNAP if source routing is not configured on the bridge ports.

Problem Report 7063

ipxping does not work over FDDI trunking with TR_SNAP & TR_LLC router port encapsulation.


Work-around:
ipxping does work using TR_SNAP & TR_LLC router port encapsulations over other media types.

Problem Report 9801

OSPF neighbor list is not displayed with nonbroadcast interfaces.


Work-around:
NONE.

Problem Report 10012

Gated RIP v1 and v2 never remove peers from "rip peers" table.


Work-around:
NONE.

Problem Report 10380/12016 

Routing Tables are not updated with PPP connection to CISCO OSPF. 


Work-around:
Configure nonbroadcast media type for your PPP interfaces.

Problem Report 11560

OSPF ASE routes show up as STATIC with IPR command.


Work-around:
NONE.

Problem Report 14365 

A problem can occur where an ISDN interface is unable to receive a call, due to a problem negotiating layer 2.  If the interface is configured with outgoing calls, making a call will clear the condition.  If the interface is configured with incoming calls only, then it is necessary to reboot the switch to clear the condition.  The problem occurs at initialization, so that once the port comes up, the condition will not occur.

Workaround: 
Configure both switches for both incoming and outgoing calls.

Problem Report 14505

There is a slight chance that IP Multicast Routing can crash in the vseReceive Task if modifying anything on a group while it is running a large amount of multicast traffic.  After any group modifications IP Multicast Routing automatically restarts itself to pick up any possible changes.  There is a very small timing window where it can crash.

Workaround:
When modifying a group while running the MRD (IP Multicast Routing) image, issue an "mrstop" (to stop multicast routing).  Then modify and save your group.  Then issue an mrstart command (to start multicast routing).

Problem Report 23853

Routing frames larger than1500 byes from FDDI to Ethernet can cause corruption. If packets larger than 1500 bytes are routed between FDDI and ethernet using software routing and the router port encapsulation is Ethernet II then file corruption will occur.


Work-around:
NONE.

Problem Report 24096 

IPX source routed packets originated on Token Ring clients or servers and sent over FDDI do not get cached properly in the system.  This causes one direction of the client-sever communication to be routed using the software "slowpath" which will produce slow response and transfer times.


Work-around:
NONE.

Problem Report 25454

IP routing does not operate if an IP Group/VLAN has only 802.1q tagged ports in it.


Work-around:
Place another active port of any type (other than 802.1q) in the same group as the 802.1q tagged port.

Problem Report 28102

A Workstation configured for 10/half duplex looses connectivity to the router if it is connected to an ESM-C-32.


Work-around:
NONE.

15.2 Known ATM Problems/Limitations

Problem Report 4730

Peak cell rates do not get initialized on an ATM-DS3 module if ATM-OC3 module was previously in the same slot.


Work-around:
NONE.

Problem Report 12557

Under certain load/traffic conditions, the IBM 8274 Nways LAN RouteSwitch telnet client may drop the connection.


Work-around:
NONE.

Problem Report  12688

mvc does not modify the existing connection but instead creates another one.


Work-around:
NONE.


Problem Report 13066

ATM-DS3 and E3 modules may cause a memory protection error and lock up after sublayer changes.


Work-around:
NONE.  If memory protection error occurs, user has to reboot the switch.

Problem Report 13392

With a large number of LECs, the switchover between primary and secondary is slow.


Work-around:
NONE. 

Problem Report 13651

Calling parameters, range and keyLen, of cmHashListFindIndex receivess a bogus number "0". These zero values may cause a "ZERO DEVIDE" trap.

Work-around:
Turn on ERRCHK 

Problem Report 13942

When a virtual connection is created with an out of range VCI, an entry is created in the ATM connections table anyway.


Work-around:
Do not create a virtual connection with an out of range VCI.

Problem Report 14279

Under very rare circumstances, the cas (create ATM service) will fail with the error message of "Creating service failed".  The state of the service shows "disabled".


Work-around:
Delete the service and re-create it again. 

Problem Report 21742

Under overload conditions, ASM2 may stop transmitting data.


Work-around:
Reset the board and do not continuously overload the bandwidth group.

Problem Report 24985

ASM's and FCSM-I's may get in a situation where the CAM fails.

Work-around:
Reset the ASM/FCSM module.

Problem Report 25591

ILMI problem with Fore ATM NIC when querying AtmServiceRegistry Table.

Work-around:
NONE.

Problem Report 26058

Ethernet padding is not added in the MAC frame of a bridged Ethernet/802.3 PDU of  1483 PTOP service if the MAC frame is less than

60 octets. The Ethernet padding is not a requirement of the AAL5 CPCS-PDU payload in 1483 standard. It has to be the receiving end to pad

if needed when the frame is then forwarded to Ethernet media.

Work-around:
NONE.

Problem Report 26224

When creating/deleting a large MAC rule, SSCOP will often drop.


Work-around:
NONE.

Problem Report 26906

User can not change ATM SVC address using the +-xxxxx command. 


Work-around:
Delete the CIP service and create a new CIP service with the new ATM address of the CIP server.

Problem Report 27010

Default IP route (0.0.0.0) is being lost after 64 routing entries.


Work-around:
NONE.

Problem Report 27721

If a Workstation’s MAC address is learned on VCI 0, the Workstation cannot be pinged.


Work-around:
NONE.

Problem Report 27950

Boolean bi-directional traffic parameter within the cvc command may not be saved in the configuration file.


Work-around:
NONE.

Problem Report 27979

CIP group on an IBM 8277 Nways Ethernet RouteSwitch MTU 9180 changes to 1500 when the IP address is modified.


Work-around:
NONE.

15.3 Known Authenticated Services Problems/Limitations

15.3.1 Client

Problem Report 8321

If a user is defined with a third party authentication mechanism such as SecureID and it is not in place, the telnet client hangs.  The AVLAN debug message on the switch shows "Trying to send to client SecureID request failed".


Work-around:
Verify all third party authentication mechanisms are available and reachable.

Problem Report 14081

If user  kills a session running the telnet client on a switch where both switches have the WRITE privilege, the session is cancelled but the WRITE privilege is not cancelled for both switches.

                  Work-around:
Kill the server end of the telnet session on the second switch or eventually the WRITE privilege will timeout.

15.3.2 Switch

Problem Report 9177

Switch remains in connected state long after AMC goes down. If only one switch is connected to the AMC, it will "unconnect".  If there is more than one switch connected to the AMC, then only one switch "unconnects" and the other switches stay "connected".


Work-around:
NONE.

Problem Report 10126

When a switch is configured to run VLAN Authentication only, the EMC Firewall can still get control of the switch and download rules. 


Work-around:
NONE.

Problem Report 14801

User can not use Telnet to perform authentication over Token Ring. 


Work-around:
NONE.

15.4 Known Bridging Problems/Limitations

Problem Report 5854

Modifying the Spanning Tree forward delay parameter using the stc command may cause the forwarding table entries not to be flushed and relearned properly.


Work-around:
NONE. If you change the forward delay, it is recommended that the switch be rebooted.

Problem Report 22936
Group Mobility fails to create the mobile group when the crgp command is cancelled and issued a second time on the same group number.

Work-around: 
 Don't cancel the crgp command prior to completion.  

Problem Report 23899/25445
Can not delete policy rules and VLANs using the rdat command. 

Work-around: 
NONE. 

Problem Report 24683
The viqs command displays incorrect message when executed with no parameters

Work-around: 
Type the vigs command instead of the viqstas.

Problem Report 25445
The "rdat" process drops MAC addresses when adding new rules.

Work-around: 
NONE.

Problem Report 25651
Both tagged and untagged frames are found on the default group if the user assigns zero on a default group.   802.1Q on 10/100 ethernet ports does not support both tagged and untagged frames.

Work-around: 
NONE.

Problem Report 26622
VLAP packets are being generated with a corrupted MAC address causing duplicate MACs.

                  Work-around: 
NONE.

Problem Report 27319

Mac Address learned on VCI 0 after Topology change on 802.5 LEC.  Group Mobility and Source Routing are configured in the environment.


Work-around:
Perform a mas slot/port command to correct the problem.

Problem Report 27455

Multiple entries for the same workstation may appear in the forwarding table.


Work-around:
Perform a port rule.

Problem Report 27993

The camcfg will not lower the actual CAM usage if switch has more than 16 CAMs.


Work-around:
Do not exceed the 16 cam limit.

15.5 Known CSM/FCSM Problems/Limitations 

Problem Report 6721
Switch needs to be rebooted after changing the signalling version on CSM port(s).


Work-around:
NONE.

Problem Report 6901
When selecting the max vci of 255, the vci is not included and system creates a vpc.


Work-around:
Do not select maximum vci of 255.

Problem Report 7380

Vvc and vcs do not work for individual connections on an FCSM board.

Work-around:
List all connections.

Problem Report 7869

The calculation of PCR for CBR with CSMs with values less than 1K are incorrect. 

Work-around:
NONE.

Problem Report 9664

If a large value for VPI/VCI is entered in scvc for a second try after an out of range value for VPI/VCI, vpi/vci configuration could show the status "OTHER". 


Work-around:
NONE.

Problem Report 10225

User cannot disable a Soft PVC configuration.


Work-around:
Delete Soft PVC

Problem Report 10477 

VP tunnels on CSM port of FCSM is not supported.  The system will allow the user to configure VP tunnels, however the following error message will appear:  "Invalid param - programmer error."

Work-around: 
Do not try to configure VP tunnels on CSM port of FCSM.

Problem Report 11034 

Receive the following message when modifying soft pvc connections:  

"Any additions and deletions of Multicast parties are permanent, canceling the menu will not cancel multicast changes! "


Work-around:
NONE, Display Only

Problem Report 11238

Users should not create PVC connections with the end point that is the same as an existing pvc.

Work-around: 
Check if PVC exists before creating connections.

Problem Report 13001

The vap command shows incorrect number of configured vc on FCSM-II.  


Work-around:
NONE (Cosmetic does not affect operation.)

Problem Report  13285 

PVPs do not work if MAX VPI bits are not consistent between incoming and outgoing ports


Work-around:
Make MAX VPI bits the same for incoming and outgoing ports with the map command.

Problem Report  14390

Local PNNI advertises the Admin Weight metric correctly, but MAX CR and AV CR are advertised incorrectly, they are displayed as zero.


Work-around:
NONE.   This occurs for static routes configured locally with a non-default Admin weight. Remote Nodes ignore the RAIG for the admin weights thus leading to load balancing by remote nodes on the local ports. To coerce remote nodes to prefer certain local links above other local links, configure longer prefixes for the local static routes on the links preferred.

15.6 Known Duplicated MAC/Source Learning Problems/Limitations

Problem Report 13772

When the Filtering Database is updated after the CAM is programmed by Source Learning, this can result in a frame or two being lost as follows.  The CAM is programmed with an address.  A frame comes in with that source address and the 'sci' for that CAM entry is put into the Vbus header.  In the meantime, the Filtering Database entry for that 'sci' is not yet fully updated. The frame is discarded on outbound.

Work-around:  
NONE.

Problem Report 13868

“last seen” field of macinfo sometimes does not get updated in 8274 Model GRS.


Work-around:  
NONE.

15.7 Known Ethernet (ESM/ESX) Problems/Limitations

Problem Report 12452

When IBM 8274 Model GRS Nways LAN RouteSwitch Mammoth ethernet ports receive misaligned frames, the transmitting port will generate CRC errors.


Work-around:  
NONE.

Problem Report 13696

Fully loaded Chassis with ESM-C-32 will return pmHndlCrsp() messages.  Switch will come up after awhile.


Work-around:
NONE.

Problem Report 13869
Statistics information is swapped between multicast received and broadcast received on ESMs.


Work-around:  
NONE.

Problem Report 14255

When Auto-negotiation is enabled between two 8274 Model GRSs, the link comes up but occasionally goes back and re-negotiates unnecessarily.


Work-around:
NONE.

Problem Report 27200

Rmon counters may display invalid counter information.


Work-around:
NONE.

Problem Report 27785

LLC XID/TEST packets corrupted switch from TCD-16 port to 100mb FESM E/N port.  DSAP and SSAP fields changed.


Work-around:
NONE.

Problem Report 28015

Using the stps command on a ESX-100FM-12, ESX-100FS-12 or ESX-100C-12 will display the spanning tree path cost at 100.


Work-around:
Use the stpc command to adjust the path cost.

15.8 Known FDDI Problems/Limitations 

Problem Report 2600

Cannot change FDDI connection rejection policy via user interface.   This works as designed. 


Work-around:
Use SwitchManager

15.9 Known Firewall Problems/Limitations

15.9.1 Firewall Server

Problem Report 11572

When several switches are connected to the NT Management Server, the fw.exe aborts when trying to start the Log view.


Work-around:
Try to initialize again.

Problem Report 11946

EMC aborts with an access violation when one deactivates the Firewall service while the status window is up and running, and then activates the service again.


Work-around: 
Bring the status window down before reactivating the EMC.

15.9.2 Firewall Switch

Problem Report 7027

SNMP Fetch must be done twice sometimes on the Check Point Management Station (EMC) when configuring the Switch network object’s interfaces. 


Work-around:
NONE.

Problem Report 9322

Firewall display on switch says connected while EMC is down.


Work-around:
NONE.

Problem Report 9876

Changing secondary EMC setting on switch requires reboot.


Work-around:
NONE.

Problem Report 23688

Firewall not filtering some IP packets over ATM CIP. Some IP sessions originated from the ATM Classical IP client are not filtered properly.


Work-around:
NONE.

15.10 Known Gigabit Ethernet (GSM/GSX) Problems/Limitations

Problem Report 13661

Auto-negotiation UI for GSX displays an in-active port as 1000-full.


Work-around:  
NONE.

Problem Report 14105

Transmit & receive LED on a GSX module occasionally does not turn on under Traffic if the cable is unplugged and plugged back in.


Work-around:  
Plug in again. 

Problem Report 14117

The flood limits setting using the modvp command does not work on the GSX-FM-2W.


Work-around:  
NONE.

Problem Report  14248  

GSX drops every other packet upon a cable pull/plug.


Work-around:
Wait at least 5 seconds after the cable is pulled before the cable is plugged back in.

Problem Report  14712 

Occasionally, ping timeouts are observed over the gigabit link.


Work-around:
If ping timeouts or performance degradation is observed over the gigabit link, unplug the cable for approximately 5 seconds and plug in. 

Problem Report  14793
Duplicate MACs will not be processed correctly on GSX-2 boards running X802.1q if they are connected to ports 2 and 4 of a

GSX-FM/FS-4 running X802.1q 

Work-around: 
Use ports 1 and 3 on the GSX-FM/FS-4.

Problem Report  26359
Gigabit ports (GSX, GSM, OS-GSM, 4024G) return zero for the following RMON statistics: etherStatsPkts64Octets,  etherStatsPkts65to127Octets, etherStatsPkts128to255Octets, etherStatsPkts256to511Octets, etherStatsPkts512to1023Octets, etherStatsPkts1024to1518Octets 

Work-around: 
NONE.

15.11 Known Group Mobility Problems/Limitations 

Problem Report 12178

When group-mobility is enabled and the router is configured, the dynamic LANE does not automatically activate for that router port.

Work-around: 
NONE.

15.12 Known Hot Swap Problems/Limitations

Problem Report 12547

Hot Swapping Mammoth modules with non-Mammoth modules when RouteChannel is enabled, will fail.


Work-around:
Delete RouteChannel prior to changing the non-Mammoth module with a Mammoth module.

Problem Report 13012

Hot swapping CSM-A25 while pinging across two CSM-155 modules will result in a ping time out.

Work-around: 
NONE.

Problem Report 13533

When two switches are connected and a hot swap of an ASM occurs, the data direct is lost.

Work-around: 
Reboot remote switch.

Problem Report 13659

After a TSM-CD-6 is hot swapped, the board will restart itself every time IPX is started.

Work-around: 
NONE.

Problem Report 13661

Resetting of IBM 8274 Model GRS Nways LAN RouteSwitch modules occasionally causes system problems such as VSE queue filling up on GSX, only first ports initializing in ESX-12 or rmonMgr crash on ESX-32.


Work-around:  
NONE.

Problem Report 13840

Need to reboot MPM to enable LEC after hot swap of FCSM.

Work-around: 
Use the renounce command or reboot switch.

15.13 Known HRE Problems/Limitations 

Problem Report 6121

HRE is unable to route IP FDDI data through FDDI trunking.


Work-around:
NONE.

15.14 Known LSM Problems/Limitations 

Problem Report 9180

ESI/Sel type policy under ATM prefix policy does not work.


Work-around:
NONE.

Problem Report 10389

Occasionally the counter that displays the number of proxy and non-proxy LEC's joined to a particular ELAN does not reset.


Work-around:
NONE.

Problem Report 12246

When LSM is configured on a Midway ASM module, the number of LECs which can be supported is limited depending on the size of Tx/Rx SAR Seg size. If the number of LECs exceeds the number that port can support, then some of the LECs will be stuck in the LECs configuration state and the VCCs can not be released.

Work-around:
Configure the port SAR segment (seg) size to be a smaller number (follow the instructions in the manual). When there are more than 232, VCCs will be set up in the same ASM port (this number is calculated based on a 2Mb port).

Problem Report 26076/

When a large number of LECs switch from primary MSS to secondary LSM, certain LECs never join their respective ELANs.


Work-around:
NONE.

15.15 Known MPM Redundancy Problems/Limitations

Problem Report 12490

mpmstore only works with full path name to the file.


Work-around:
Use the full path name.

Problem Report 12829

When the secondary MPM becomes primary, the MPM menu still displays the local MPM as secondary.


Work-around:
NONE.

Problem Report 12969

When the secondary fails to come up due to missing mpm.img, the primary MPM may display the error message "cmMasterStates(1): START state, without Watchdog" then cannot log in.


Work-around:
NONE.

Problem Report 13088

Command mpmreplace gated.img will display error message "there is no file gated.img on this MPM" when the file is in /simm directory.


Work-around:
Enter the command mpmreplace  /simm/gated.img.

Problem Report 13173

When hot swapping FCSM, the MPM can become too busy, and will miss sending a heartbeat message to secondary MPM.  This may cause secondary MPM to try to take over as primary.


Work-around:
NONE.

Problem Report 13674

The configsync command does not operate correctly after enabling the syncctl command.


Work-around:
Manually do a configsync command.  Afterwards, the configsyc command starts to sync on intervals.

Problem Report 13720

Sometimes, the syncctl command does not sync the files completely right after booting up.


Work-around:
Make sure the syncctl command is off.  Manually do the configsync and imgsync commands.

Problem Report 13733

imgsync repeats that there is one more file to sync when files are updated. It should report that all files are currently synchronized.


Work-around:
NONE.

Problem Report 25068

An MPM that will not boot up as a standalone MPM may boot up and appear to be functional and fully redundant as a secondary MPM.  If the primary MPM fails, the secondary MPM will not takeover.


Work-around:
NONE.

15.16 Known MPX Problems/Limitations

Problem Report 14202

When using the MPX on-board ethernet port the following error message may be displayed on the management console: "(tNetTask): pcnGetFullRMD(): interface down! flag=0x20".  This does not seem to affect connectivity.


Work-around:
NONE.

15.17 Known IBM 8277 Nways Ethernet RouteSwitch Problems/Limitations

Problem Report 10827/26508

If an IBM 8277 Nways Ethernet RouteSwitch is rebooted without an "mp4.img" file, the IBM 8277 Nways Ethernet RouteSwitch reboots infinitely.


Work-around:
When it displays a countdown timer (2 . . 1 . . 0), press any key.  The IBM 8277 Nways Ethernet RouteSwitch will return to the "boot" prompt. See User Manuals for boot procedure.

Problem Report 14383 

RMON probes readable only on directly connected network


Work-around:
NONE.

Problem Report 14441/26516
The IBM 8277 Nways Ethernet RouteSwitch4024 can route about 2000 packets per second.  If an input stream for routing is much greater than this amount for hours without any relief, the IBM 8277 Nways Ethernet RouteSwitch may stop routing any packet.

Work-around: 
The IBM 8277 Nways Ethernet RouteSwitch 4024 will recover after the routed traffic is lowered or reboot the IBM 8277 Nways Ethernet RouteSwitch 4024.

Problem Report 14774/14854/21973
Port translation does not occur on data from the router port.   

Work-around: 
Port translation is not supported on pure ethernet switches (IBM 8277 Nways Ethernet RouteSwitch 1032, 4016 and 4024 only).  The encapsulation of the router port should be set according to the devices attached or vice versa.

Problem Report 14775
RouteChannel can not be created on ports 3/13 to 3/24 (IBM 8277 Nways Ethernet RouteSwitch 4024 Only).  Only the first 12 ports in each slot may be used in an RouteChannel to allow at least 12 ports for local use. Works as designed.  

Work-around: 
Only use ports 3/1-3/12 for RouteChannel.

Problem Report 21875/27725

When using the camstat command, CAM usage may show wrong count for actual usage on IBM 8277 Nways Ethernet RouteSwitch 4024's.

Work-Around:
NONE, Display only.

15.18 Known 8274 Model GRS/Router Problems/Limitations

Problem Report 14494

All Mammoth based boards (except MPX) allocate 8K for each multi-buffer.  These modules will only forward frames/packets of less than 8K in size.


Work-around:
NONE.

15.19 Known PNNI Problems/Limitations

Problem Report 14390

Local PNNI advertises the Admin Weight metric correctly, but MaxCR and AvCR are advertised incorrectly, they are displayed as zero.


Work-around:
NONE.   This occurs for static routes configured locally with a non-default Admin weight. Remote Nodes ignore the RAIG for the admin weights thus leading to load balancing by remote nodes on the local ports. To coerce remote nodes to prefer certain local links above other local links, configure longer prefixes for the local static routes on the links preferred.

15.20 Known Port Manager Problems/Limitations 

Problem Report  7646 (Replaces PR 7541)

Power off an IBM 8274 Nways LAN RouteSwitch and changed board types, for example take out a Token Ring CD6 Board and replace it with an E12 board.  When the system comes up, other boards contained in the chassis may have problems initializing.  This is indicated by the system message:


Problem slot #, <board type> not responding to INIT in state VSE_UP

The other boards usually do complete initialization as the system re-attempts the initialization.  However, occasionally, the initialization fails in all attempts and the board needed to be manually reset.



Work-around:
Manually reset.

Problem Report 13029

Maxing out available ATM port MAC addresses will result in DETACHED ports.  However, after removing all the services, those DETACHED ports still appear.  Can not remove the groups belonging to those detached ports.  Must remove configuration file to clean up.


Work-around:
Avoid creating more ATM services than are available on that board (typically 16).

15.21 Known Port Mirroring Problems/Limitations 

Problem Report 9901

RMON with port mirroring over Mammoth does not show RMON statistics.


Work-around:
NONE.

15.22 Known Port Monitoring Problems/Limitations 

Problem Report 21465

If the pmon command is executed on a port that is being already monitored, the switch may crash or have excessive memory leaks.


Work-around:
Do not monitor a port that is already monitored.

Problem Report 27567

Port Monitor (pmon) cannot see traffic through the RouteChannel port which has spanning tree set to disable


Work-around:
NONE.

15.23 Known SNMP Problems/Limitations 

Problem Report 4335

No mib support for atmAddArpEntry for CIP services.


Work-around:
NONE.

Problem Report 5042/10164/11087

SNMP ifSpeed info is not correct for ESM-100C-12, ESM-100F-8, ESM-100-C2 & ESM-100-F2.


Work-around:
NONE.

Problem Report 8188

Entries in the bridge forwarding database returned by the SNMP agent should be in numeric order.


Work-around:
NONE. All entries are returned.

Problem Report 10709

Four IBM supplied MIB files (1850v1, nhrp, pnhrp, softpvc) will not compile with some off-the shelf compilers.  If MIBs do not compile, comment out the SNMPv2 IMPORT statements.

Work-around:
NONE.

Problem Report 11733

All non-direct routes are incorrectly displayed as RIP routes.

Work-around:
NONE.

Problem Report 11807

phyPortTable statistics of ATM ports are not correct.

Work-around:
NONE.

Problem Report 11817

When lowering the ATM port values for buffer size and segment Size, set the buffer size before the segment size.

Work-around:
NONE.

Problem Report 11904

The IPX Routing table does not show entries for VLANs.

Work-around:
NONE.

Problem Report 11905

Can not set ifAdminStatus.

Work-around:
Use xylan-vport AdminStatus instead.

Problem Report 11975

IfDescr for ESM-C-16 are not correct.

Work-around:
NONE.

Problem Report 12064

The ifTable shows LSM virtual ports as UNKNOWN type.

Work-around:
NONE.

Problem Report 12139

The Source Routing type is not allowed to be set to a value other than the default (ARE) on the creation of an IPX Router.  It is necessary to Modify the Router to change the Source Routing Type and to set the value in SNMP.

Work-around:
NONE.

Problem Report 12189

IP multicast routing MIB does not include IGMP version. It always defaults to Version 2.

Work-around:
NONE.

Problem Report 12352

LECS entries for Auto Activated LANE service for mobile groups are not included in SNMP.

                  Work-around:
NONE.

Problem Report 12453

Console debug message appears after creating a LANE Service using a TR LEC via SNMP.

                  Work-around:
NONE.

Problem Report 12897/22598

PhyPort table has dummy values for ATM.

Work-around:
NONE.

Problem Report 13053

AtmxVccOperStats will occasionally return invalid value 0.

Work-around:
NONE.

Problem Report 13063

ATM SVC PTOP Service virtual ports show 0 for vporlfIndex while the interfaces table showed 3001 and 3002.

Work-around:
NONE.

Problem Report 13137

Enable/Disable VLAN Cluster Service via SNMP wipes out connections.

Work-around:
Use UI instead of SwitchManager or HOPV to disable/enable a vlan cluster service.

Problem Report 13185

AtmxServiceType returns 8 for LSM, but it is not defined in MIB.

Work-around:
NONE.

Problem Report 13188

Some of the entries in the vBrdgTpFwdTable only have the MAC address information and all other information such as slot/port, status, etc is set to 0 or invalid.


Work-around:
NONE.

Problem Report 13237

Can not set the vLanStpStatus and vLanBrdgExtendAgeingTime variables when creating new Groups. It can only be set when modifying existing Groups.


Work-around:
NONE.

Problem Report 13590

SNMP cannot access the router port on a VLAN which only has IPX enabled.

Work-around:
Enable IP on the VLAN.

Problem Report 13754
SNMP information for ifDesc and ifSpeed are not correct.  Unable to modify ifAdminStatus.


Work-around:  
NONE.

Problem Report 13758

ESM-AB-FL card on MPX is not recognized.


Work-around:  
NONE.

Problem Report 13759

Gigabit speed is reported as 10MB on port interfaced in chassis properties.


Work-around:  
NONE, Display only

Problem Report 14092

GETNEXT of vatIPRouting Table and vatIPXRouting Table goes into an infinite loop.


Work-around:  
NONE.

Problem Report 14093

Cell statistics stop accumulating when they reach 2 billion.


Work-around:  
NONE.

Problem Report 14094

SVC CIP Service will not allow the Address Index to be changed.


Work-around:  
NONE.

Problem Report 14095

Sets on Advanced E3 parameters fail.


Work-around:  
NONE.

Problem Report 14099

Authentication Protocols can not be changed once Group is created.


Work-around:  
NONE.

Problem Report 22483
Admin Status of CSM ports cannot be set (disabled) by UI and SNMP.  


Work-around:  
NONE. Works as designed.

Problem Report 24531
The agent does not return the next lexicographical node when a SNMP GetNext request is made on non-existent row index.


Work-around:  
NONE. 

Problem Report 25482
No limitation available for monitoring rmon ports.  The user can configure all ethernet ports for rmon.  This causes the rmon agent to reserve all available memory in the switch.  Hence, running out of memory.


Work-around:  
NONE. 

Problem Report 25590
Query atmLecStatusTable, atmLecActualLanName has a 0 at end of name.


Work-around:  
NONE.

Problem Report 25593
Query atmLecConfigTable returns no entry for Auto Activated LECs.


Work-around:  
NONE.

15.24 Known System Problems/Limitations 

Problem Report 7203

Switch may not reboot properly after primary MPM-1G is removed from slot 2.


Work-around:  
NONE.

Problem Report 13640

If the default IP is not set in bootstrap, SNMP agent will not initialize and eventually will cause system to crash MPX only with memPartAllo error.


Work-around:  
NONE.

Problem Report 22223

Can not disable the switch from creating the MPM.LOG.


Work-around:  
NONE.

Problem Report 22691

If the /simm memory is filled with many files, the imgcl never finishes.


Work-Around:
Use the newfs command to delete all the files in the file-system.   Otherwise, one must wait roughly 10-30 seconds per file.

Problem Report 24988

Switch bootup messages are not aligned,


Work-Around:
NONE, Display Only.

Problem Report  25604

The imgcl command takes a very long time to remove the images.


Work-around:
NONE.

Problem Report  25834

Static Route disappears on the reboot if no active router instance is available.


Work-around:
NONE.

Problem Report  28182

The sls command does not properly display date information. The format should be mm-dd-yy.  The sls command does not zero fill.  Jan 1, 2000 is displayed as " 1/ 1/ 0" and it should be displayed as "01/01/00".


Work-around:
NONE, Display only.

15.25 Known Token Ring (TSM/TSX) Problems/Limitations

Problem Report 8139

If excessive errors are injected to a Token Ring port, after a while, the port might appear to be hung.  The port LED will still be flashing, and the vi command would show the port in a forwarding state.  Even though, the cable was disconnected from the port.


Work-around:  
Do not inject too many errors to a port.  Also, if a port seems to be hung, a port reset should bring it back to normal operation. 

Problem Report 8753

IBM 8274 Nways LAN RouteSwitch participates as an active monitor even when not configured to participate as an active monitor.


Work-around:  
NONE.

Problem Report 9993

IBM 8274 Nways LAN RouteSwitch Token Ring fiber interfaces using 802.5j does not interoperate with other vendors 802.5j equipment.


Work-around:
NONE.

Problem Report 21492

Packets seen on mirroring token ring port, when mirroring is disabled. 


Work-around:
Delete mpm.cnf file and reboot. 

Problem Report 26626

Banyan VINES translations from TSM-CD-16 to 802.3 LEC does not work. 


Work-around:
NONE.

Problem Report 27468

Occasionally a TSM-CD-16 port locks up in a “down” or  “chk-act” state. Resetting the port does not clear the condition. 


Work-around:
Reset the module.

Problem Report 28013

Port mirroring on incoming packets repeats LLC & OUI bytes on Token Ring cards. 


Work-around:
NONE.

15.26 Known Translation Problems/Limitations 

Problem Report 10788

IPX translations - unable to use Token Ring router encapsulations with ETH media.

Work-around:
NONE.

15.27 Known User Interface and General Problems/Limitations

Problem Report 1969

The command srs, which displays source routing parameters, shows counters for duplicate LAN ID’s and duplicate segments which increase when there is an external loop.


Work-around:
NONE (Visual only).

Problem Report 6261

Packet discards due to insufficient buffers are not properly displayed in the vs command.

Work-around:
NONE.

Problem Report 13052

Debug message "ui_do_atm: sel"0x12" appears after SEL change in cas SVC.


Work-around:
NONE. (Ignore message).

Problem Report 13069

The cas command does not allow set up of a VLAN cluster if the connection type was changed to PVC from SVC.

Work-around:
NONE.

Problem Report 13119

Unknown VPI/Unknown VCI fields in the vlrs command do not display last unknown VPI/VCI per port basis.

Work-around:
NONE.

Problem Report 13182

vvc on an individual slot/port vpi/vci on OC-12 port show two entries on UI.

Work-around:
NONE.

Problem Report 21948

High CPU utilization and the following error message displayed after rebooting an invalid PPP configuration: "pmHndlCrsp - CRSP with Null wait list (NAck received!) S-objlib-OBJ-IP".


Work-around:
Correct configuration for valid PPP peer information so port does not continually bring the PPP session up and down.

Problem Report 22060/24641

Occasionally, all slots do not come up on a 9 slot chassis (WSM or BRI).


Work-around:
Remove and re-insert the WSM card that didn't load or reset system.

Problem Report 22380

A system that uses too many ports may not boot or be resettable.

Work-around: 
Do not load a chassis full with 32-port boards.  A maximum of (7) 32-port boards is supported at this time.

15.28 Known Wide Area Switching Modules Problems/Limitations 

Problem Report 14591

An IBM 8277 Nways Ethernet RouteSwitch with a T1/E1 card in it (even if not being used) seems to interfere with the passing of an IGMP membership report packet being switched through the unit.  The mrd.img is not resident on the IBM 8277 Nways Ethernet RouteSwitch, but is on the next switch across an Ethernet connection. This works fine without the T1 in the unit, but if the T1 or E1 uplink is present, it does not work.

Work-around:
Load mrd.img on IBM 8277 Nways Ethernet RouteSwitch with T1/E1 (even though it is switching).  Enable IP Multicast Routing by putting the command use_mrouted=1 in the mp4.cmd file, before the line with cmInit.  This way the IGMP packets from the PC are correctly read and interpreted on a bridged environment.

Problem Report 14795
A problem with the NI occurs when there is a routing situation with an alternate path where both Switches are placing calls to each other and there is also a common path via Ethernet.  This is not a typical customer configuration, and if there is an ethernet path, it is unlikely to have and/or need an ISDN connection between the two switches.


Work-around:
Do not configure a parallel path between the switches for both ISDN and Ethernet.

Problem Report 24641

CSM/FCSM driver task priority is very high (90) and non-preemptive. During initialization it hogs up CPU cycles and in some configurations, could prevent other modules from coming up.

                 Work-around: 
Insert modules after all CSMs are initialized.
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16.1 IBM 8274 Model GRS Nways LAN RouteSwitch Hardware/Software Release Compatibility Matrix


Software Release

Product
3.4.3
3.4.4
3.4.5
3.4.6
3.4.7
3.4.8
3.4.9

MPX (P/N 050193-06) 








Rev  A (1.00) Initial Release
x
x
x
x
x
x
x

Rev  A1 (1.01) - Rev. A17 (1.19)
x
x
x
x
x
x
x

MPX (P/N 050193-26) 








Rev  B (2.00)  - Rev. B9 (2.09) Initial Release
x
x
x
x
x
x
x

HSX (P/N 050224-06) 








Rev  A (1.00) Initial Release
x
x
x
x
x
x
x

Rev  A1 (1.01) - Rev. A5 (1.05)
x
x
x
x
x
x
x

HRE-X Hardware Routing Engine  (P/N 050247-06)








Rev. A (1.00) Initial Release


x
x
x
x
x

Rev. A1 (1.01) - Rev. A2 (1.02)


x
x
x
x
x

ASX-155FM-1  (P/N 050175-32) Multimode








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - Rev. B6 (2.06)
x
x
x
x
x
x
x

ASX-155FS-1  (P/N 050175-33) Single mode








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - Rev. B6 (2.06)
x
x
x
x
x
x
x

ASX-155RFM-1W  (P/N 050175-29) Multimode








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - Rev. B6 (2.06)
x
x
x
x
x
x
x

ASX-155RFS-1W  (P/N 050175-30) Single mode








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - Rev. B6 (2.06)
x
x
x
x
x
x
x

ESX-100C-12W (P/N 050222-06) 








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A (1.01) - Rev. A8 (1.08)
x
x
x
x
x
x
x

ESX-100C-32W (P/N 050233-06) 








Rev. A (1.00) - Rev. A12 (1.12) Initial Release
x
x
x
x
x
x
x

Rev  A13 (1.13) - Rev. A20 (1.20)
x
x
x
x
x
x
x

ESX-100C-32W (P/N 050233-08) 








Rev. A (1.00) - Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x

Rev. A4 (1.04) - Rev. A7 (1.07)
x
x
x
x
x
x
x

ESX-100FM-12W (P/N 050244-06) 








Rev. A (1.00) Initial Release

x
x
x
x
x
x

Rev. A1 (1.01) - Rev. A2 (1.02)

x
x
x
x
x
x

ESX-100FM-12W (P/N 050244-26) 








Rev. B (2.00) - Rev. B2 (2.02) Initial Release




x
x
x

Rev. B3 (2.03) - Rev. B4 (2.04)




x
x
x

ESX-100FS-12W (P/N 050244-28) 








Rev. B (2.00) - Rev. B2 (2.02) Initial Release




x
x
x

Rev. B3 (2.03) - Rev. B4 (2.04)




x
x
x

ESX-FM-24W (P/N 050277-06) Multimode








Rev. A (1.00) - Rev. A8 (1.08) Initial Release





x
x

ESX-FM-2W (P/N 050237-26) Multimode








Rev. A (1.00) - Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

GSX-FM-2W (P/N 050237-26) Multimode








Rev. A (1.00) - Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

Rev  A2 (1.02) - A6 (1.06)
x
x
x
x
x
x
x

GSX-FM-2W (P/N 050237-31) Multimode








Rev. A (1.00) - Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x

Rev. A4 (1.04)
x
x
x
x
x
x
x

GSX-FM-2W (P/N 050237-33) Multimode








Rev. A (1.00) - Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03)
x
x
x
x
x
x
x

GSX-FM-2W (P/N 050237-46) Multimode








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

GSX-FM-2W (P/N 050237-66) Multimode








Rev. C (3.00) - Rev. C9 (3.09) Initial Release
x
x
x
x
x
x
x

GSX-FM-4W (P/N 050215-26) Multimode


DISCONTINUED



Rev. B (2.00) Initial Release
x
x
x
x
x
x
x

Rev  B1 (2.01) - Rev. B2 (2.02)
x
x
x
x
x
x
x

GSX-FM-4W (P/N 050215-29) Multimode


DISCONTINUED



Rev. B (2.00) - Rev. B5 (2.05) Initial Release
x
x
x
x
x
x
x

Rev. B6 (2.06) - Rev. B7 (2.07)
x
x
x
x
x
x
x

GSX-FM-4W (P/N 050215-31) Multimode








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

GSX-FM-2W (P/N 050215-46) Multimode








Rev. C (3.00) - Rev. C4 (3.04) Initial Release
x
x
x
x
x
x
x

Rev. C5 (3.05) - C8 (3.08)
x
x
x
x
x
x
x

GSX-FS-2W (P/N 050237-28) Single mode








Rev. A (1.00) - Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02) - A6 (1.06)
x
x
x
x
x
x
x

GSX-FS-2W (P/N 050237-30) Single mode








Rev. A (1.00) - Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02) - A4 (1.04)
x
x
x
x
x
x
x

GSX-FS-2W (P/N 050237-32) Single mode








Rev. A (1.00) - Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02) - A3 (1.03)
x
x
x
x
x
x
x

GSX-FS-2W (P/N 050237-48) Single mode








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

GSX-FS-2W (P/N 050237-68) Single mode








Rev. C (3.00) - Rev. C9 (3.09) Initial Release
x
x
x
x
x
x
x

GSX-FS-4W (P/N 050215-28) Single mode


DISCONTINUED



Rev. B (2.00) Initial Release
x
x
x
x
x
x
x

Rev  B1 (2.01) - Rev. B2 (2.02)
x
x
x
x
x
x
x

GSX-FS-4W (P/N 050215-30) Single mode


DISCONTINUED



Rev. B (2.00) - Rev. B5 (2.05) Initial Release
x
x
x
x
x
x
x

Rev. B6 (2.06) - Rev. B7 (2.07)
x
x
x
x
x
x
x

GSX-FS-4W (P/N 050215-32) Single mode






Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

GSX-FS-4W (P/N 050215-48) Single mode








Rev. C (3.00) - Rev. C4 (3.04) Initial Release
x
x
x
x
x
x
x

Rev. C5 (3.05) - C8 (2.08)
x
x
x
x
x
x
x

TSX-C-16-EXP (P/N 050221-06) 








Rev. A (1.00)  - Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02)
x
x
x
x
x
x
x

TSX-C-16-EXP (P/N 050221-26) 








Rev. B (2.00) Initial Release
x
x
x
x
x
x
x

TSX-C-16-EXP (P/N 050221-08) 








Rev. A (1.00)  - Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02)  - Rev. A5 (1.05)
x
x
x
x
x
x
x

TSX-C-16-EXP (P/N 050221-28) 








Rev. B (2.00) Initial Release
x
x
x
x
x
x
x

TSX-C-32W (P/N 050220-08) 








Rev. A11 (1.11) Initial Release
x
x
x
x
x
x
x

Rev. A12 (1.12)  - Rev. A25 (1.25)
x
x
x
x
x
x
x

TSX-CD-16W (P/N 050220-06)








Rev. A9 (1.09) Initial Release
x
x
x
x
x
x
x

Rev. A10 (1.10) - Rev. A21 (1.21)
x
x
x
x
x
x
x

16.2 IBM 8274 Nways LAN RouteSwitch Hardware/Software Release Compatibility Matrix


Software Release

Product
3.4.3
3.4.4
3.4.5
3.4.6
3.4.7
3.4.8
3.4.9

MPM (P/N 050026-00)  Requires 16 Meg for 3.0








Rev. C (2.10)
x
x
x
x
x
x
x

Rev. D (2.11)
x
x
x
x
x
x
x

Rev. E (2.12)
x
x
x
x
x
x
x

Rev. F (2.13)
x
x
x
x
x
x
x

Rev. G (2.14)
x
x
x
x
x
x
x

Rev. H (2.15)
x
x
x
x
x
x
x

Rev. I  (2.16)
x
x
x
x
x
x
x

Rev. J (2.17)
x
x
x
x
x
x
x

Rev. K (2.18)
x
x
x
x
x
x
x

Rev. L (2.19) - Rev. L8 (2.27)
x***
x***
x***
x***
x***
x***
x***

MPM (P/N 050026-01)  Requires 16 Meg for 3.0








Rev. C (2.10)
x
x
x
x
x
x
x

Rev. D (2.11)
x
x
x
x
x
x
x

Rev. E (2.12)
x
x
x
x
x
x
x

Rev. F (2.13)
x
x
x
x
x
x
x

Rev. G (2.14)
x
x
x
x
x
x
x

Rev. H (2.15)
x
x
x
x
x
x
x

Rev. I  (2.16)
x
x
x
x
x
x
x

Rev. J (2.17)
x
x
x
x
x
x
x

Rev. K (2.18)
x
x
x
x
x
x
x

Rev. L (2.19) - Rev. L10 (2.29)
x***
x***
x***
x***
x***
x***
x***

MPM-1G  (P/N 050143-06)








Rev. A1 (1.01) - Rev. A30 (1.30)
x***
x***
x***
x***
x***
x***
x***

MPM-1G  (P/N 050143-19)








Rev. B1 (2.01) - Rev. B15 (2.15)
x
x
x
x
x
x
x

Rev. B16 (2.16) - Rev. B31 (2.31)
x*****
x*****
x*****
x*****
x*****
x*****
x*****

MPM-1G - 16MB  (P/N 050143-16)








Rev. B (2.00) - Rev. B15 (2.15)
x
x
x
x
x
x
x

Rev. B16 (2.16) - Rev.  B31 (2.31)
x*****
x*****
x*****
x*****
x*****
x*****
x*****

MPM-1G - 32MB  (P/N 050143-18)








Rev. B5 (2.05) - Rev. B15 (2.15)
x
x
x
x
x
x
x

Rev. B16 (2.16)- Rev. B31 (2.31)
x*****
x*****
x*****
x*****
x*****
x*****
x*****

MPM-1G - 64MB  (P/N 050143-17)








Rev. B1 (2.01) - Rev. B15 (2.15)
x
x
x
x
x
x
x

Rev. B16 (2.16) - Rev. B31 (2.31)
x*****
x*****
x*****
x*****
x*****
x*****
x*****

MPM-II  (P/N 050120-06)    Requires 16 Meg for 3.0








Rev. C1 (2.02) - Rev. C5 (2.06)
x***
x***
x***
x***
x***
x***
x***

Rev. C4 (3.05) - Rev. C45 (3.46)
x
x
x
x
x
x
x

MPM 11-16GB  (P/N 050120-13)








Rev. A (1.00) - Rev. A10 (1.10)
x***
x***
x***
x***
x***
x***
x***

Rev. C17 (1.17) - Rev. C45 (3.46)
x
x
x
x
x
x
x

HRE Hardware Routing Engine  (P/N 050125-06)








Rev. A (1.00) - Rev. A8 (1.08)
x
x
x
x
x
x
x

HRE Hardware Routing Engine  (P/N 050125-26)








Rev. B (2.00) - Rev. B7 (2.07)
x
x
x
x
x
x
x

HRE  Plus  (P/N 050125-08)








Rev. A4 (1.04) - Rev. A9 (1.09)
x
x
x
x
x
x
x

HRE  Plus  (P/N 050125-28)








Rev. B (2.00) - Rev. B11 (2.11)
x
x
x
x
x
x
x

HSM  (P/N 050031-06)








Rev. E (2.05) “ “
x
x
x
x
x
x
x

Rev. F (2.06) “ “
x
x
x
x
x
x
x

Rev. G (2.07) “ “
x
x
x
x
x
x
x

Rev. H (2.08) “ “
x
x
x
x
x
x
x

Rev. J  (2.09) “ “
x
x
x
x
x
x
x

Rev. K (3.10)
x**
x**
x**
x**
x**
x**
x**

Rev. L (3.11)
x***
x***
x***
x***
x***
x***
x***

Rev. M (4.12) - Rev. M5 (4.17)
x
x
x
x
x
x
x

HSM2  (P/N 050110-06)








Rev. C (3.00)
x***
x***
x***
x***
x***
x***
x***

Rev. C1 (3.01)
x
x
x
x
x
x
x

Rev. C2 (3.02) - Rev. C3 (3.03)
x*
x*
x*
x*
x*
x*
x*

Rev. D (4.00)
x
x
x
x
x
x
x

Rev. D1 (4.01)  - Rev. D10 (4.10)
x*
x*
x*
x*
x*
x*
x*

HSM2 4K  (P/N 050168-06)








Rev. A (1.00) - Rev. A8 (1.08)
x
x
x
x
x
x
x

ATM OC3 Daughter Card  (P/N 050044-00)
DISCONTINUED

Rev. A (1.01)
x
x
x
x
x
x
x

Rev. B (2.00) - Rev. B2 (2.02)
x
x
x
x
x
x
x

ATM OC3 Daughter Card  (P/N 050116-26)

Multimode, ½ MB SRAM








Rev. A (1.01) - Rev. A6 (1.07)
x
x
x
x
x
x
x

ATM OC3 Daughter Card  (P/N 050116-24)

Multimode, 2 MB SRAM








Rev. A (1.01) - Rev. A7 (1.08)
x
x
x
x
x
x
x

ATM OC3 Daughter Card  (P/N 050116-25)

Single mode, 2 MB SRAM








Rev. A (1.01) - Rev. A7 (1.08)
x
x
x
x
x
x
x

ATM OC3 Daughter Card  (P/N 050116-27)

Single mode, ½ MB SRAM








Rev. A (1.01) - Rev. A6 (1.07)
x
x
x
x
x
x
x

ATM DS3 Daughter Card  (P/N 050104-06)








Rev. A (1.00) - Rev. A1 (1.01)
x
x
x
x
x
x
x

Rev. A1 (1.01)
x
x
x
x
x
x
x

Rev. B (2.00) - Rev. B4 (1.04)
x
x
x
x
x
x
x

ATM E3 Daughter Card  (P/N 050104-13)








Rev. A (1.00) - Rev. A7 (1.07)
x
x
x
x
x
x
x

ATM-UTP Daughter Card  (P/N 050115-06)  one UTP 








Rev. B (2.00) - Rev. B6 (2.06)
x
x
x
x
x
x
x

ATM2-155FM  (P/N 050146-06) Multimode








Rev. A (1.00) - Rev. A11 (1.11)
x
x
x
x
x
x
x

ATM2-155FS  (P/N 050146-13) Single mode








Rev. A (1.00) - Rev. A11 (1.11)
x
x
x
x
x
x
x

ATM2-155FM  (P/N 050175-32) Multimode








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - Rev. B6 (2.06)
x
x
x
x
x
x
x

ATM2-155FS  (P/N 050175-33) Single mode








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - Rev. B6 (2.06)
x
x
x
x
x
x
x

ATM2-155FSH  (P/N 050175-34) Single mode








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - Rev. B6 (2.06)
x
x
x
x
x
x
x

ATM2-622RFM  (P/N 050178-46) Multimode








Rev. C (3.00) - Rev. C3 (3.03) Initial Release
x
x
x
x
x
x
x

Rev. C4 (3.04) - Rev. C7 (3.07) 
x
x
x
x
x
x
x

ATM2-622RFS  (P/N 050178-48) Single mode








Rev. C (3.00) - Rev. C3 (3.03) Initial Release
x
x
x
x
x
x
x

Rev. C4 (3.04) - Rev. C7 (3.07) 
x
x
x
x
x
x
x

ASM-155FSH-1EW-4C  (PN 050116-28)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A7 (1.07)
x
x
x
x
x
x
x

ASM-CE-155FM-2S2EW  (PN 050110-06)








Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x

Rev. D5 (4.05) - Rev. D10 (4.10)
x
x
x
x
x
x
x

ASM-CE-155FM-2S2EW-4C  (PN 050110-06)








Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x

Rev. D5 (4.05) - Rev. D10 (4.10)
x
x
x
x
x
x
x

ASM-CE-FM-2S2TW (PN 050110-06)








Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x

Rev. D5 (4.05) - Rev.  D10 (4.10)
x
x
x
x
x
x
x

ASM-CE-155FM-2S2TW-4C (PN 050168-06)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A8 (1.08)
x
x
x
x
x
x
x

ASM-CE-155FS-2S2EW  (PN 050110-06)








Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x

Rev. D5 (4.05) - Rev. D10 (4.10)
x
x
x
x
x
x
x

ASM-CE-155FS-2S2EW-4C  (PN 050168-06)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A8 (1.08)
x
x
x
x
x
x
x

ASM-CE-155FS-2S2TW  (PN 050110-06)








Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x

Rev. D5 (4.05) - Rev. D10 (4.10)
x
x
x
x
x
x
x

ASM-CE-155FS-2S2TW-4C  (PN 050168-06)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A8 (1.08)
x
x
x
x
x
x
x

ASM-CE-DS3-2S2TW  (PN 050110-06)








Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x

Rev. D5 (4.05) - Rev. D10 (4.10)
x
x
x
x
x
x
x

ASM-CE-DS3-2S2TW  (PN 050142-06)








Rev. A (1.00) - Rev. A11 (1.11) Initial Release
x
x
x
x
x
x
x

ASM-CE-DS3-2S2TW-4C  (PN 050168-06)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A8 (1.08)
x
x
x
x
x
x
x

ASM-CE-E3-2S2EW  (PN 050110-06)








Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x

Rev. D5 (4.05) - Rev. D10 (4.10)
x
x
x
x
x
x
x

ASM-CE-E3-2S2TW  (PN 050142-13)








Rev. A (1.00) - Rev. A11 (1.11) Initial Release
x
x
x
x
x
x
x

ASM-CE-E3-2S2EW-4C  (PN 050168-06)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A8 (1.08)
x
x
x
x
x
x
x

ASM-CE-155FM-2S2EW-4C  (PN 050168-06)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev.  A8 (1.08)
x
x
x
x
x
x
x

CDDI Daughter Card  (P/N 050073-06)








Rev. A (1.01)
x
x
x
x
x
x
x

Rev. B (1.02)
x
x
x
x
x
x
x

Rev. C (1.03)
x
x
x
x
x
x
x

Rev. D (1.04)
x
x
x
x
x
x
x

Rev. E (1.05) - Rev. E3 (1.08)
x****
x****
x****
x****
x****
x****
x****

CSM-155-6M2S  (P/N 050113-15)








Rev. F (6.00) - Rev. F7 (7.07)
x
x
x
x
x
x
x

CSM-155-6M2S  (P/N 050113-25)








Rev. G1 (7.01) - Rev. G8 (7.08)
x
x
x
x
x
x
x

CSM-155-6M2S  (P/N 050113-70) 








Rev. H1 (8.01) - Rev. H5 (8.05)
x
x
x
x
x
x
x

CSM-155-6M2S  (P/N 050113-85)








Rev. G4 (7.04) Initial Release
x
x
x
x
x
x
x

Rev. G6 (7.06) - Rev. G9 (7.09)
x
x
x
x
x
x
x

CSM-155-6M2SL  (P/N 050113-27) 








Rev. F5 (6.05)
x
x
x
x
x
x
x

Rev. G1 (7.01) - Rev. G8 (7.08)
x
x
x
x
x
x
x

CSM-155-6M2SL  (P/N 050113-72) 








Rev. H (8.00) - Rev. H5 (8.05)
x
x
x
x
x
x
x

CSM-155-6M2SL  (P/N 050113-87) 








Rev. G4  (7.04) Initial Release
x
x
x
x
x
x
x

Rev. G5 (7.05) - Rev. G9 (7.09)
x
x
x
x
x
x
x

CSM-155-8  (P/N 050113-14)








Rev. F (6.00) - Rev. F8 (6.08)
x
x
x
x
x
x
x

CSM-155-8  (P/N 050113-19)








Rev. G (7.00) - Rev. G8 (7.08)
x
x
x
x
x
x
x

CSM-155-8  (P/N 050113-24)








Rev. G (7.00) - Rev. G8 (7.08)
x
x
x
x
x
x
x

CSM-155-8  (P/N 050113-69) 








Rev. H1 (8.01) - Rev. H5 (8.05)
x
x
x
x
x
x
x

CSM-155-8  (P/N 050113-75) 








Rev. H (8.00) - Rev. H1 (8.01)
x
x
x
x
x
x
x

CSM-155-8  (P/N 050113-84)








Rev. G4 (7.04) Initial Release
x
x
x
x
x
x
x

Rev. G5 (7.05) - Rev. G9 (7.09)
x
x
x
x
x
x
x

CSM-155-8S  (P/N 050113-08)








Rev. F (6.00) - Rev. F7 (6.07)
x
x
x
x
x
x
x

CSM-155-8S  (P/N 050113-18)








Rev. G1 (7.01) Initial Release
x
x
x
x
x
x
x

Rev. G2 (7.02) - Rev. G8 (7.08)
x
x
x
x
x
x
x

CSM-155-8S  (P/N 050113-66) 








Rev. H1 (8.01) - Rev. H5 (8.05)
x
x
x
x
x
x
x

CSM-155-8S  (P/N 050113-73) 








Rev. H (8.00) - Rev. H1 (8.01)
x
x
x
x
x
x
x

CSM-155-8S  (P/N 050113-78)








Rev. G4 (7.04) Initial Release
x
x
x
x
x
x
x

Rev. G5 (7.05) - Rev. G9 (7.09)
x
x
x
x
x
x
x

CSM-155C-8  (P/N 050113-68) 








Rev. H1 (8.01) - Rev. H5 (8.05)
x
x
x
x
x
x
x

CSM-155C-8  (P/N 050113-74) 








Rev. H (8.00) - Rev. H1 (8.01)
x
x
x
x
x
x
x

CSM-155C-8  (P/N 050113-83)








Rev. G4 (7.04) Initial Release
x
x
x
x
x
x
x

Rev. G6 (7.06) - Rev. G9 (7.09)
x
x
x
x
x
x
x

CSM-155C-8W  (P/N 050113-23)








Rev. G (7.00) Initial Release
x
x
x
x
x
x
x

Rev. G1 (7.01) - Rev. G8 (7.08)
x
x
x
x
x
x
x

CSM-155FSL-8  (P/N 050113-26) 








Rev. G (7.00) - Rev. G8 (7.08)
x
x
x
x
x
x
x

CSM-155FSL-8  (P/N 050113-71) 








Rev. H (8.00) - Rev. H5 (8.05)
x
x
x
x
x
x
x

CSM-155FSL-8  (P/N 050113-86)








Rev. G4 (7.04) Initial Release
x
x
x
x
x
x
x

Rev. G5 (7.05) - Rev. G9 (7.09)
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-13 )








Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02) - Rev. A15 (1.16)
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-33 )








Rev. B (2.00) Initial Release
x
x
x
x
x
x
x

Rev. B1 (2.01)
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-53 )
DISCONTINUED

Rev. C (3.00) Initial Release
x
x
x
x
x
x
x

Rev. C1 (3.01) - Rev. C3 (3.03)
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-73 )








Rev. C1 (3.01) Initial Release
x
x
x
x
x
x
x

Rev. C2 (3.02) - Rev. C11 (3.11)
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-90)








Rev. A (1.00) - Rev. A1(1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02) - Rev. A3 (1.03)
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-93)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01)
x
x
x
x
x
x
x

Rev. A8 (1.08) - Rev. A19 (1.19)
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-06)








Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02) - Rev. A16 (1.16)
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-26 )








Rev. B (2.00) Initial Release
x
x
x
x
x
x
x

Rev. B1 (2.01)
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-46 )
DISCONTINUED

Rev. C (3.00) Initial Release
x
x
x
x
x
x
x

Rev. C1 (3.01) - Rev. C3 (3.03)
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-66 )








Rev. C1 (3.01) Initial Release
x
x
x
x
x
x
x

Rev. C2 (3.02) - Rev. C11 (3.11)
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-86)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01)
x
x
x
x
x
x
x

Rev. A8 (1.08) - Rev. A19 (1.19)
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-89)








Rev. A (1.00) - Rev. A1(1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02) - Rev. A3 (1.03)
x
x
x
x
x
x
x

CSM-622FSH-2EW  (P/N 050133-74)








Rev. A13 (1.13) - Rev. A16 (1.16) Initial Release
x
x
x
x
x
x
x

Rev. A17 (1.17) - Rev. A19 (1.19)
x
x
x
x
x
x
x

CSM-622FSH-2EW  (P/N 050133-88)








Rev. A (1.00) - Rev. A01 (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02) - Rev. A3 (1.03)
x
x
x
x
x
x
x

CSM-A25-12  (P/N 050134-06)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01) - Rev. A3 (1.03)
x
x
x
x
x
x
x

CSM-A25-12  (P/N 050134-66)








Rev. A (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.02) - Rev. A3 (1.04)
x
x
x
x
x
x
x

CSM-A25-12  (P/N 050134-68)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

CSM-A25-24  (P/N 050134-13) 








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01) - Rev. A3 (1.03)
x
x
x
x
x
x
x

CSM-A25-24 (P/N 050134-73)








Rev. A1(1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.03) - Rev. A3 (1.03)
x
x
x
x
x
x
x

CSM-A25-24  (P/N 050134-69)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

CSM-AB-155C-2W  (P/N 050164-10)








Rev. A4 (1.04) Initial Release
x
x
x
x
x
x
x

Rev. A5 (1.05) - Rev. A6 (1.06)
x
x
x
x
x
x
x

CSM-AB-155FM-2W  (P/N 050164-06)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A6 (1.06)
x
x
x
x
x
x
x

CSM-AB-155FS-2W  (P/N 050164-08)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A6 (1.06)
x
x
x
x
x
x
x

CSM-AB-155FSH-2W  (P/N 050164-09)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A6 (1.06)
x
x
x
x
x
x
x

CSM-AB-CE-E1-4W  (P/N 050187-08)








Rev. A6 (1.06) Initial Release
x
x
x
x
x
x
x

Rev. A7 (1.07) - Rev. A10 (11.0)
x
x
x
x
x
x
x

CSM-AB-CE-E1-4W  (P/N 050187-28)








Rev. B (2.00) - Rev. B3 (2.03) Initial Release
x
x
x
x
x
x
x

Rev. B4 (2.04) - Rev. B7 (2.07)
x
x
x
x
x
x
x

CSM-AB-CE-E1-4W  (P/N 050187-48)








Rev. C (3.00) - Rev. C2 (3.02) Initial Release
x
x
x
x
x
x
x

CSM-AB-CE-T1-4W  (P/N 050187-06)








Rev. A5 (1.05) Initial Release
x
x
x
x
x
x
x

Rev. A6 (1.06) - Rev. A10 (1.10)
x
x
x
x
x
x
x

CSM-AB-CE-T1-4W  (P/N 050187-26)








Rev. B (2.00) - Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - B9 (2.09)
x
x
x
x
x
x
x

CSM-AB-CE-T1-4W  (P/N 050187-46)








Rev. C (3.00) - Rev. C3 (3.03) Initial Release
x
x
x
x
x
x
x

CSM-AB-CM  (P/N 050214-09)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01)
x
x
x
x
x
x
x

CSM-AB-DS1-4W  (P/N 050179-06)








Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x

Rev. A4 (1.04) - Rev. A7 (1.07)
x
x
x
x
x
x
x

CSM-AB-DS1-4W  (P/N 050179-26)








Rev. B (2.00) - Rev. B1 (2.01) Initial Release
x
x
x
x
x
x
x

Rev. B2 (2.02)
x
x
x
x
x
x
x

CSM-AB-DS3-2W  (P/N 050169-06)








Rev. A (1.00) - A4 (1.04) Initial Release
x
x
x
x
x
x
x

CSM-AB-DS3-2W  (P/N 050169-26)








Rev. b (2.00) Initial Release
x
x
x
x
x
x
x

Rev. b1 (2.01) - Rev. B2 (2.02)
x
x
x
x
x
x
x

CSM-AB-E1-4W  (P/N 050179-13)








Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x

Rev. A4 (1.04) - Rev. A6 (1.06)
x
x
x
x
x
x
x

CSM-AB-E1-4W  (P/N 050179-28)








Rev. B (2.00) Initial Release
x
x
x
x
x
x
x

Rev. B1 (2.01)
x
x
x
x
x
x
x

CSM-AB-E3-2W  (P/N 050169-08)








Rev. A (1.00) - Rev. A4 (1.04) Initial Release
x
x
x
x
x
x
x

CSM-AB-E3-2W  (P/N 050169-28)








Rev. B  (2.00) Initial Release
x
x
x
x
x
x
x

Rev. B1 (2.01)
x
x
x
x
x
x
x

CSM-UW  (P/N 050157-06)








Rev. A (1.00) - Rev. A7 (1.07) Initial Release
x
x
x
x
x
x
x

CSM-UW  (P/N 050157-26)








Rev. b1 (2.01) - Rev. B5 (2.05) Initial Release
x
x
x
x
x
x
x

CSM-UW  (P/N 050157-66)








Rev. A (1.00) - Rev. A7 (1.07) Initial Release
x
x
x
x
x
x
x

CSM-UW  (P/N 050157-86)








Rev. b1 (2.01) Initial Release
x
x
x
x
x
x
x

Rev. B2 (2.02) - Rev. B8 (2.08)
x
x
x
x
x
x
x

CSM-UW  (P/N 050157-88)








Rev. b (2.00) - Rev. B3 (2.03) Initial Release
x
x
x
x
x
x
x

FCSM-OC3 (P/N 050129-06)








Rev. A (1.00) - Rev. A3 (1.03)
x
x
x
x
x
x
x

Rev. B (2.00) - Rev. B10 (2.10)
x
x
x
x
x
x
x

FCSM-OC3-4C (P/N 050129-68)








Rev. B (2.00) - Rev. B1 (2.01) Initial Release
x
x
x
x
x
x
x

FCSM-OC3-4C (P/N 050129-73)








Rev. B1 (2.01) Initial Release
x
x
x
x
x
x
x

Rev. B2 (2.02) - Rev. B10 (2.10)
x
x
x
x
x
x
x

FCSM-OC12 (P/N 050181-06)
DISCONTINUED

Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01) - Rev. A4 (1.04)
x
x
x
x
x
x
x

FCSM-OC12 (P/N 050181-66)








Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x

Rev. A4 (1.04) - Rev. A15 (1.15)
x
x
x
x
x
x
x

ESM-AB-AFD  (P/N 050144-06)








Rev. A (1.00) - Rev. A3 (1.03)
x
x
x
x
x
x
x

ESM-AB-AT  (P/N 050079-06)








 Rev.  B - Rev. B1
x
x
x
x
x
x
x

ESM-AB-B  (P/N 050097-06)








 Rev. B
x
x
x
x
x
x
x

Rev. C - Rev. C4
x
x
x
x
x
x
x

ESM-AB-FL  (P/N 050085-06)








Rev. B
x
x
x
x
x
x
x

Rev. C
x
x
x
x
x
x
x

Rev. D
x
x
x
x
x
x
x

Rev. E - Rev. E5
x
x
x
x
x
x
x

ESM-AB-FL-S  (P/N 050123-06)








Rev. A (1.00) - Rev. A5 (1.05)
x
x
x
x
x
x
x

ESM-AB-FL-SH  (P/N 050123-13)








Rev. A1 (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.01) - Rev. A3 (1.02)
x
x
x
x
x
x
x

ESM-AB-T  (P/N 050091-06)








Rev. A - Rev. A4
x
x
x
x
x
x
x

ESM-100C-12  (P/N 050158-06)








Rev. B2 (2.02) Initial Release
x
x
x
x
x
x
x

Rev. B3 (2.03) - Rev. B6 (2.06)
x
x
x
x
x
x
x

Rev. B7 (2.07) - Rev. B15 (2.15)
x****
 x****
 x****
 x****
 x****
 x****
 x****

ESM-100C-12  (P/N 050158-17)








Rev. C6 (3.06) - Rev. C17 (3.17)
x****
 x****
 x****
 x****
 x****
 x****
 x****

ESM-100C-12  (P/N 050158-26)








Rev. D (4.00) - Rev. D7 (4.07)
x****
 x****
 x****
 x****
 x****
 x****
 x****

ESM-100C-32W, ESM-100C-32W-2C  (P/N 050262-06)








Rev. A (1.00) - Rev. A1 (1.01) Initial Release
x****
x****
 x****
 x****
 x****
 x****
 x****

Rev. A2 (1.02) - Rev. A4 (1.04)
x****
x****
 x****
 x****
 x****
 x****
 x****

ESM-100C-32W, ESM-100C-32W-2C  (P/N 050262-08)








Rev. A (1.00) Initial Release
x****
x****
 x****
 x****
 x****
 x****
 x****

Rev. A1 (1.01)
x****
x****
 x****
 x****
 x****
 x****
 x****

ESM-100C-FD  (P/N 050122-06)








Rev. B (2.00) - Rev. B6 (2.06)
x
x
x
x
x
x
x

ESM-100C-FD, AE  (P/N 050122-15)








Rev. A (1.00)
x
x
x
x
x
x
x

Rev. B1 (2.01) - Rev. B5 (2.05)
x
x
x
x
x
x
x

ESM-100FM-8  (P/N 050159-06)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01) - Rev. A4 (1.04)
x
x
x
x
x
x
x

Rev. A5 (1.05) - Rev. A13 (1.13)
x****
 x****
 x****
 x****
 x****
 x****
 x****

ESM-100FM-8  (P/N 050159-18)








Rev. B (2.00) - Rev. B7 (2.07)
x****
 x****
 x****
 x****
 x****
 x****
 x****

ESM-100FM-FD  (P/N 050122-13)








Rev. B (2.00) - Rev. B8 (2.08)
x
x
x
x
x
x
x

ESM-100FM-FD  (P/N 050122-17)








Rev. A (1.00) - Rev. A2 (1.02)
x
x
x
x
x
x
x

Rev. B3 (2.03)
x
x
x
x
x
x
x

Rev. B6 (2.06) - Rev. B8 (2.08)
x
x
x
x
x
x
x

ESM-100FS-8W-4C  (P/N 050159-16)








Rev. B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - Rev. B7 (2.07)
x
x
x
x
x
x
x

ESM-100FS-FD  (P/N 050122-16)








Rev. A (1.00) - Rev. A2(1.02)
x
x
x
x
x
x
x

Rev. B3 (2.03)
x
x
x
x
x
x
x

Rev. B6 (2.06) - Rev. B8 (2.08)
x
x
x
x
x
x
x

ESM-100FS-FD-1  (P/N 050122-14)








Rev. B (2.00) - Rev. B8 (2.08)
x
x
x
x
x
x
x

ESM-C-8  (P/N 050014-00)
DISCONTINUED

Rev. D (1.09)
x
x
x
x
x
x
x

Rev. E (1.10)
x
x
x
x
x
x
x

Rev. F (1.11)
x***
x***
x***
x***
x***
x***
x***

 Rev. F1 (1.12) - Rev. F5 (1.16)
x*
x*
x*
x*
x*
x*
x*

ESM-C-12  (P/N 050112-06)








Rev. D (4.00) - Rev. D3 (4.03)
x***
x***
x***
x***
x***
x***
x***

Rev. D4 (4.04) 
x*
x*
x*
x*
x*
x*
x*

Rev. E (5.00)
x
x
x
x
x
x
x

Rev. E1 (5.01)  - Rev. E11 (5.11)
x*
x*
x*
x*
x*
x*
x*

ESM-C-16W  (P/N 050154-17)








Rev. C6 (3.06) - Rev. C12 (3.12)  Initial Release
x
x
x
x
x
x
x

Rev. C13 (3.13) - Rev. C18 (3.18)
x
x
x
x
x
x
x

ESM-C-16W  (P/N 050154-18)








Rev. C (3.00) - Rev. C4 (3.04)
x
x
x
x
x
x
x

Rev. C5 (3.05) - Rev. C13 (3.13)
x
x
x
x
x
x
x

ESM-C-16W  (P/N 050154-28)








Rev. D (4.00) - Rev. D14 (4.14)
x
x
x
x
x
x
x

ESM-C-16WC  (P/N 050154-29)








Rev. D (4.00) - Rev. D14 (4.14)
x
x
x
x
x
x
x

ESM-C-32  (P/N 050154-06)








Rev. B (2.00) Initial  Release
x
x
x
x
x
x
x

Rev. B1 (2.01) - Rev. B6 (2.06)
x
x
x
x
x
x
x

Rev. B7 (2.07) - Rev. B14 (2.14)
x
x
x
x
x
x
x

ESM-C-32  (P/N 050154-16)








Rev. C (3.00) Initial  Release
x
x
x
x
x
x
x

Rev. C1 (3.01) - Rev. C3 (3.03)
x
x
x
x
x
x
x

Rev. C4 (3.04)  - Rev. C12 (3.12)
x
x
x
x
x
x
x

ESM-C-32  (P/N 050154-26)








Rev. D (4.00) - Rev. D12 (4.12)
x
x
x
x
x
x
x

ESM-F-8  (P/N 050118-06)








Rev. A (1.00) - Rev. A4(1.04)
x***
x***
x***
x***
x***
x***
x***

Rev. A5 (1.05) 
x*
x*
x*
x*
x*
x*
x*

Rev. B (2.00) - Rev. B13 (2.13)
x*
x*
x*
x*
x*
x*
x*

ESM-FM-8-EXP  (P/N 050199-06)








Rev. A (1.00) - Rev. A2(1.02) Initial Release
x***
x***
x***
x***
x***
x***
x***

ESM-FM-8W-2C  (P/N 050197-06)








Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A6 (1.06) 
x
x
x
x
x
x
x

ESM-FM-16W-2C  (P/N 050197-08)








Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) 
x
x
x
x
x
x
x

ESM-T-12  (P/N 050140-06)








Rev. B (2.00) - Rev. B1 (2.01)
x
x
x
x
x
x
x

Rev. B2 (2.02)  - Rev. B10 (2.10)
x*
x*
x*
x*
x*
x*
x*

ESM-T-24W  (P/N 050189-06)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01) - Rev. A3 (1.03)
x
x
x
x
x
x
x

ESM-U-6  (P/N 050067-06)








Rev. C (1.03)
x
x
x
x
x
x
x

Rev. D (1.04)
x***
x***
x***
x***
x***
x***
x***

 Rev. E  (1.05)
x
x
x
x
x
x
x

Rev. F (2.00) - Rev. F1 (2.01)
x
x
x
x
x
x
x

Rev. F2 (2.02) - Rev. F10 (2.10)
x*
x*
x*
x*
x*
x*
x*

ESM-U-6-4C  (P/N 050067-08)








Rev. B (2.00) - B7 (2.07)
x
x
x
x
x
x
x

FDDI/2-S-ATM Cat 2 Laser  (P/N 050108-15)








Rev. A (1.00) - Rev.  A1 (1.01)
x
x
x
x
x
x
x

Rev. C3 (3.00) - Rev. C6 (3.06)
x
x
x
x
x
x
x

FESM 

100BaseT Daughter Card  (P/N 050109-06)








Rev. C (3.00)  - Rev. C16 (3.16)
x
x
x
x
x
x
x

FESM AE Daughter Card  (P/N 050109-13)








Rev. A (1.00) - Rev. A3 (1.03)
x
x
x
x
x
x
x

FESM II 100BTX  (P/N 050139-06)








Rev. A (1.00) - Rev. A10 (1.10)
x
x
x
x
x
x
x

FESM II 100BTX  (P/N 050139-13)








Rev. A (1.00) - Rev. A7 (1.07)
x
x
x
x
x
x
x

FSM Daughter Card  (P/N 050037-06)
DISCONTINUED

Rev. C (1.03)
x
x
x
x
x
x
x

Rev. D (1.04)
x
x
x
x
x
x
x

Rev.  E  (1.05) - Rev. E2 (1.02)
x****
x****
x****
x****
x****
x****
x****

FSM Daughter Card  (P/N 050108-06) Multimode








Rev. B  (2.00) Initial Release
x
x
x
x
x
x
x

Rev. C (2.03) - Rev. C5 (2.05)
x****
x****
x****
x****
x****
x****
x****

Rev. C3  (3.03) - Rev. C6 (3.06)
x
x
x
x
x
x
x

FSM Daughter Card  (P/N 050108-13) Single  mode








Rev. B  (2.00) Initial Release
x
x
x
x
x
x
x

Rev. C (2.03) - Rev. C5 (2.05)
x****
x****
x****
x****
x****
x****
x****

Rev. C3  (3.03) - Rev. C6 (3.06)
x
x
x
x
x
x
x

FSM Daughter Card  (P/N 050108-26) Multimode








Rev. D  (4.00) Initial Release




x
x
x

FSM Daughter Card  (P/N 050108-28) Single mode








Rev. D  (4.00) Initial Release




x
x
x

FSM Daughter Card  (P/N 050108-29) 

Single mode long reach








Rev. D  (4.00) Initial Release




x
x
x

GSM-FM-2  (P/N 050261-26)








Rev. B (2.00) - Rev. B1 (2.01) Initial Release

x
x
x
x
x
x

Rev. B2 (2.02) - Rev. B4 (2.04)

x
x
x
x
x
x

GSM-FM-2  (P/N 050261-29)








Rev. B (2.00) - Rev. B2 (2.02) Initial Release

x
x
x
x
x
x

GSM-FS-2  (P/N 050261-28)








Rev. B (2.00) - Rev. B1 (2.01) Initial Release

x
x
x
x
x
x

Rev. B2 (2.02) - Rev. B4 (2.04)

x
x
x
x
x
x

GSM-FS-2  (P/N 050261-30)








Rev. B (2.00) - Rev. B2 (2.02) Initial Release

x
x
x
x
x
x

TSM Copper  (P/N 050049-06)








Rev. A (1.01)
x
x
x
x
x
x
x

Rev. B (1.02)
x
x
x
x
x
x
x

Rev. C (1.03)
x
x
x
x
x
x
x

Rev. D (1.04) - Rev. D7 (4.07)
x
x
x
x
x
x
x

TSM Fiber  (P/N 050111-06)








Rev. A (1.01)
x
x
x
x
x
x
x

Rev. B (2.00) - Rev. B8 (2.08)
x
x
x
x
x
x
x

TSM Fiber  (P/N 050111-26)








Rev. C (3.00) - Rev. C2 (3.02)
x
x
x
x
x
x
x

TSM Dual Mode  (P/N 050121-06)








Rev. A (1.00) - Rev. A7 (1.07)
x
x
x
x
x
x
x

TSM Dual Mode  (P/N 050121-26)








Rev. B (2.00) - Rev. B3 (2.03)
x
x
x
x
x
x
x

TSM-CD-16W  (P/N 050236-06)








Rev. A (1.00)  Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01) - Rev. A4 (1.04)
x
x
x
x
x
x
x

WSM-SC-4/8 WAN   (P/N 050117-06)








Rev. A (1.00) - Rev. A3 (1.103)








Rev. A4 (1.04) - Rev. A14 (1.14)
x
x
x
x
x
x
x

WSM-S-2 WAN  (P/N 050117-13)








Rev. A (1.00) - Rev. A11 (1.11)
x
x
x
x
x
x
x

WSM-BRI-SC-1W, WSM-BRI-SC-2W  (P/N 050160-06)








Rev. A1(1.01) Initial Release
x
x
x
x
x
x
x

Rev. A2 (1.02)  - Rev. A9 (1.09)
x
x
x
x
x
x
x

WSM-FE1-SC-1W, WSM-FE1-SC-2W  (P/N 050148-08)








Rev. A3 (1.03) - Rev. A5 (1.05) Initial Release
x
x
x
x
x
x
x

Rev. A6 (1.06) - Rev. A11 (1.11)
x
x
x
x
x
x
x

WSM-FT1-SC-1W, WSM-FT1-SC-2W  (P/N 050148-06)








Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x

Rev. A4 (1.04) - Rev. A11 (1.11)
x
x
x
x
x
x
x

16.3 IBM 8277 Nways Ethernet RouteSwitch Hardware/Software Release Compatibility Matrix


Software Release

Product
3.4.3
3.4.4
3.4.5
3.4.6
3.4.7
3.4.8
3.4.9

OS-2032, OS-2032-4C  (P/N 050180-08)








Rev. B7 (2.07) Initial Release
x
x
x
x
x
x
x

Rev. B8 (2.08) - Rev. B28 (2.28)
x
x
x
x
x
x
x

OS-3032, OS-3032-8C (P/N 050180-06)








Rev. B6 (2.06) Initial Release
x
x
x
x
x
x
x

Rev. B7 (2.07) - Rev. B25 (2.25)
x
x
x
x
x
x
x

OS-3032E  (P/N 050186-26)








Rev. B (2.00) Initial Release
x
x
x
x
x
x
x

Rev. B1 (2.01) - Rev. B2 (2.02) 
x
x
x
x
x
x
x

8277 MODEL 424 (8277-42C)  (P/N 050251-28)








Rev. B (2.00) - B1 (2.01) Initial Release
x
x
x
x
x
x
x

Rev. B1 (2.01) - Rev. B13 (2.13)
x
x
x
x
x
x
x

8277 MODEL 424 (8277-42C)  (P/N 050251-31)








Rev. B (2.00) - B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - Rev. B9 (2.09)
x
x
x
x
x
x
x

8277 MODEL 424 (8277-4CF)  (P/N 050251-29)








Rev. B (2.00) - B1 (2.01) Initial Release
x
x
x
x
x
x
x

Rev. B1 (2.01) - Rev. B13 (2.13)
x
x
x
x
x
x
x

8277 MODEL 424 (8277-4CF)  (P/N 050251-32)








Rev. B (2.00) - B5 (2.05) Initial Release
x
x
x
x
x
x
x

Rev. B6 (2.06) - Rev. B10 (2.10)
x
x
x
x
x
x
x

8277 MODEL 424 (8277-42F)  (P/N 050251-26)








Rev. B (2.00) - B1 (2.01) Initial Release
x
x
x
x
x
x
x

Rev. B1 (2.01) - Rev. B13 (2.13)
x
x
x
x
x
x
x

8277 MODEL 424 (8277-42F)  (P/N 050251-30)








Rev. B (2.00) - B4 (2.04) Initial Release
x
x
x
x
x
x
x

Rev. B5 (2.05) - Rev. B09 (2.09)
x
x
x
x
x
x
x

8277 MODEL 424 (8277-42G) (P/N 050253-26)
DISCONTINUED

Rev. B (2.00) Initial Release
x
x
x
x
x
x
x

Rev. B1 (2.01) - Rev. B2 (2.02)
x
x
x
x
x
x
x

8277 MODEL 424 (8277-42G)  (P/N 050253-46)








Rev. C (3.00) - C8 (3.08) Initial Release
x
x
x
x
x
x
x

Rev. C9 (3.09) - Rev. C13 (3.13)
x
x
x
x
x
x
x

8277 MODEL 424 (8277-42G)  (P/N 050253-48)








Rev. C (3.00) - C2 (3.02) Initial Release
x
x
x
x
x
x
x

Rev. C3 (3.03) - Rev. C07 (3.07)
x
x
x
x
x
x
x

8277 MODEL 524, 8277 MODEL 524-8C  (P/N 050196-06)








Rev. B3 (2.03) Initial Release
x
x
x
x
x
x
x

Rev. B4 (2.04)  - Rev. B29 (2.29)
x
x
x
x
x
x
x

8277 MODEL 524, 8277 MODEL 524-8C  (P/N 050196-26)








Rev. C (3.00) - Rev. C1 (3.01) Initial Release
x
x
x
x
x
x
x

Rev. C2 (3.02) - Rev. C5 (3.05)
x
x
x
x
x
x
x

RSASM2-155FM-1  (P/N 050175-12)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A7 (1.07)
x
x
x
x
x
x
x

RSASM2-155FM-1  (P/N 050175-32)








Rev. B (2.00) - Rev. B6 (2.06) Initial Release
x
x
x
x
x
x
x

RSASM2-155FS-1  (P/N 050175-13)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A7 (1.07)
x
x
x
x
x
x
x

RSASM2-155FS-1  (P/N 050175-33)








Rev. B (2.00) - Rev. B6 (2.06) Initial Release
x
x
x
x
x
x
x

RSASM2-155FSH-1  (P/N 050175-14)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03) - Rev. A7 (1.076)
x
x
x
x
x
x
x

RSASM2-155FSH-1  (P/N 050175-34)








Rev. B (2.00) - Rev. B6 (2.06) Initial Release
x
x
x
x
x
x
x

RSASM2-155RFM-1  (P/N 050175-09)








Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x

Rev. A4 (1.04) - Rev. A8 (1.08)
x
x
x
x
x
x
x

RSASM2-155RFM-1  (P/N 050175-29)








Rev. B (2.00) - Rev. B6 (2.06) Initial Release
x
x
x
x
x
x
x

RSASM2-155RFM-1  (P/N 050175-26)








Rev. B (2.00) Initial Release
x
x
x
x
x
x
x

Rev. B1 (2.01) - Rev. B6 (1.06)
x
x
x
x
x
x
x

RSASM2-155RFS-1  (P/N 050175-10)








Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x

Rev. A4 (1.04) - Rev. A8 (1.08)
x
x
x
x
x
x
x

RSASM2-155RFS-1  (P/N 050175-30)








Rev. B (2.00) - Rev. B6 (2.06) Initial Release
x
x
x
x
x
x
x

RSASM2-622RFM-1  (P/N 050178-46)








Rev. C (3.00) - C3 (3.03) Initial Release
x
x
x
x
x
x
x

Rev. C4 (3.04) - C7 (3.07) 
x
x
x
x
x
x
x

RSASM2-622RFS-1  (P/N 050178-48)








Rev. C (3.00) - C3 (3.03) Initial Release
x
x
x
x
x
x
x

Rev. C4 (3.04) - C7 (3.07) 
x
x
x
x
x
x
x

RSESM-100C-4  (P/N 050171-06)








Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x

Rev. A3 (1.03)
x
x
x
x
x
x
x

RSESM-100FM-2  (P/N 050170-06)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01) - Rev. A2 (1.02)
x
x
x
x
x
x
x

RSESM-100FS-2  (P/N 050170-08)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01) - Rev. A2 (1.02)
x
x
x
x
x
x
x

OSGSM-FM-2  (P/N 050206-06)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (1.01) - Rev. A2 (1.02) 
x
x
x
x
x
x
x

OSGSM-FM-2  (P/N 050206-26)








Rev. B (2.00) - Rev. B2 (2.02) Initial Release
x
x
x
x
x
x
x

Rev. B3 (2.03)
x
x
x
x
x
x
x

OSGSM-FM-2  (P/N 050206-46)








Rev. C (3.00)  Initial Release
x
x
x
x
x
x
x

OSGSM-FS-2  (P/N 050206-09)








Rev. A (1.00) Initial Release
x
x
x
x
x
x
x

Rev. A1 (3.01) - Rev. A2 (1.02)
x
x
x
x
x
x
x

OSGSM-FS-2  (P/N 050206-29)








Rev. B (2.00) - Rev. B2 (2.02) Initial Release
x
x
x
x
x
x
x

Rev. B3 (2.03)
x
x
x
x
x
x
x

OSGSM-FS-2  (P/N 050206-48)








Rev. C (3.00) Initial Release
x
x
x
x
x
x
x

OSWSM-BRI-SC-1  (P/N 050160-06)








Rev. A4 (1.04) Initial Release
x
x
x
x
x
x
x

Rev. A5 (3.05) - Rev. A9 (1.09)
x
x
x
x
x
x
x

OSWSM-FE1-SC-1  (P/N 050148-08)








Rev. A5 (1.05) Initial Release
x
x
x
x
x
x
x

Rev. A6 (1.06) - Rev. A11 (1.11)
x
x
x
x
x
x
x

OSWSM-FT1-SC-1  (P/N 050148-06)








Rev. A5 (1.05) Initial Release
x
x
x
x
x
x
x

Rev. A6 (1.06) - Rev. A11 (1.11)
x
x
x
x
x
x
x


*
This revision and above is required to support the 960 VBUS speed.


**
All FSM-M-2 modules require REV K or greater HSM or any released HSM2.


*** 
This revision and above is required for MPM redundancy.


****
This revision and above is required for Hot Swap.

*****

This revision and above is required for FCSM-II.

17 Existing Software & Hardware Features

17.1 Software Feature Matrix  (X = Supported)

Software Feature
IBM 8274 Model GRS Nways LAN RouteSwitch
IBM 8274 Nways LAN RouteSwitch
IBM 8277 Nways Ethernet RouteSwitch

802.1q Trunking on 10/100
X
X
X

802.5 LAN Emulation Client

X
X

Adaptive MAC Learning Algorithm

X
X

Advanced Routing including OSPF and RIPII
X
X
X

ASM2 Traffic Shaping

X
X

ASM2 Trunking
X
X


ATM LSM UI Enhancements
X
X


ATM Services

Ethernet LAN Emulation Client

Omni point to point bridging

RFC 1483 (LLC Encapsulation over ATM)

RFC 1577 (Classical IP over ATM)

VLAN Trunking over ATM

X-Lane with PVC’s
X
X
X

ATM Traffic Shaping 
X
X
X

ATM UNI 3.0/3.1
X
X
X

Auto-Switch

X
X

Nways RouteTracker Manager  
X
X
X

Banyan Vines Translations
X
X
X

Bi-directional Traffic Parameters

X
X

Binding VLANs
X
X
X

Default Bridge Mode Change
X
X
X

DHCP BootP Relay/Translations
X
X
X

DHCP VLANs
X
X
X

Distributed CAM Utilization

X


Domain Bridging

X
X

Dual Homing on FDDI

X


Duplicate MAC Support
X
X
X

Dynamic CAC

X


Dynamic LANE
X
X
X

E.164 address support

X
X

Enhanced Diagnostics
X
X
X

Ethernet RMON (Groups: Ethernet Statistics, History Control, Ethernet History, Alarm and Event)
X
X
X

Fast Path Routing across ASX CIP
X
X


FCSM-I with Redundancy

X


FCSM-IIW supports hardware Hot Swap as well as UI reset of Hot Swap

X


Flood Limits Override
X
X
X

Flooding Limits
X
X
X

Frame Relay
X
X
X

Gigabit Hardware tagging (802.1q and x802.1q)
X



Group Mobility & Group Mobility II
X
X
X

Group Mobility support for Source-routing

X
X

Hot Swap of like modules
X
X


HRE Layer 3 frame forwarding ASIC for IP, IPX route forwarding  
X
X
X

IBM RI/RO Format interoperability
X
X


IBM Token Ring Support Functional Address  
X
X


ICMP Router Discovery (part of Advanced Routing)
X
X
X

IEEE 802.10 VLAN Tagging over FDDI

X
X

IP Firewall
X
X
X

IP Multicast Routing
X
X
X

IP Routing
X
X
X

IPX Any-to-Any Switching
X
X
X

IPX Client Network Policy refinement
X
X
X

IPX Raw over FDDI

X
X

IPX RIP/SAP Filtering
X
X
X

IPX Routing 
X
X
X

LANE NARP Enhancement
X
X


LANE Service Module (LSM) 

X


MPM Port Monitoring

X


MPM Redundancy

X


MPX Port Monitoring
X



MPX Redundancy
X



Multicast Virtual LAN’s
X
X
X

Multiple Users’ Sessions (Simultaneous Telnet)
X
X
X

RouteChannel
X
X
X

Optional Token Ring Copy Bit Setting

X
X

Port Forwarding Policy
X
X
X

Port Mapping

X
X

Port Mirroring (10BaseT, IBM 8277 Nways Ethernet RouteSwitch & ESM-C-32 Only) 
X
X
X

Port Monitoring
X

X

PPP support

X
X

PVCs and SVCs
X
X
X

Router VLAN Management
X
X
X

Signed Counters
X
X


SNMP Trap Support
X
X
X

Source Route Bridging  
X
X


Soft PVCs

X
X

STM-1 Coded in accordance with ITU Ch. 4 of I.432  (Geneva July 1995)

X
X

SVC/PVC Recovery Improvements

X
X

Token Ring Port Mirroring & Monitoring  
X
X


Token Ring Source Route RIF Stripping  
X
X


Token Ring, Source Route or FDDI encapsulations

X


UDP Relay
X
X
X

UDP Relay is supported with Nways RouteTracker Manager  Vlans  

X


User Authenticated VLANs
X
X
X

Virtual port increase to 32

X
X

Virtual Rings and Virtual Rings over Trunks (backbones) 
X
X


VP Tunneling

X
X

VLAN Trunking over FDDI  

X


VPI specification selection in the PRPADD command 

X


WAN Routing Enhancements

IP RIP Filters, IPX Watchdog Spoofing,

NetWare Serialization Packet Filters, SPX Keep-alive Spoofing,

Triggered IPX

X
X

X-LANE 

X
X

X802.1q on GSX
X



17.2 Existing and Supported Hardware

17.2.1 IBM 8274 Model GRS Nways LAN RouteSwitch

· ASX-155FM/FS-1W
1-port ATM OC-3 uplink module with SC connectors. (Multimode or Single mode).

· ASX-155RFM/RFW-1W
2-port ATM OC-3 dual port uplink module with an SC connector. 

· ESX-100C-12W  
12-port 10/100BaseTX Ethernet Backbone Switching Module with RJ-45 connectors.

· ESX-100C-32W  
32-port 10/100BaseTX Ethernet Desktop Switching Module with RJ-45 connectors.

· ESX-100FM-12W 
12-port 100BaseFX switching ports with MT-RJ connectors.  (Multimode)

· ESX-FM-24
24-port Ethernet Switching Module with MT-RJ connectors. (Multimode)

· GSX-FM/FS-2W 
2-port Gigabit Ethernet Backbone Switching Module with SC connectors (Multimode or Single mode).

· GSX-FM/FS-4W 
4-port Gigabit Ethernet Backbone Switching Module with SC connectors (Multimode or Single mode).

· HRE-X Layer-3 
Switching daughter-card.  

· MESX-AB-FL  
Adapter board for MPX out of band Ethernet port.  One 10BaseFL (Multimode) ST port.

· MESX-AB-T   
Adapter board for MPX out of band Ethernet port.  One 10BaseT, RJ-45 port.

· MPX  
Management Processor Module for IBM 8274 Model GRS Nways LAN RouteSwitch.

· MTRJ-SC-FM/FS-5M
MT-RJ to SC Fiber Jumper Cable, 5 meters.  (Multimode or Single mode).

· TSX-C-32W  
32-port 4/16Mbs Token Ring Switching Module with RJ-45 connectors supporting lobe mode only.

· TSX-CD-16W  
16-port 4/16Mbs Token Ring Switching Module with RJ-45 connectors supporting lobe and station mode.

· GRS-9
9-slot chassis, 650W AC Power supply.

· GRS-PS9-650  
Redundant or spare 650W AC Power supply for the GRS-9

17.2.2 IBM 8274 Nways LAN RouteSwitch  

· 8274-W33 Frame/Cell Bus.
3-slot, Wide IBM 8274 Nways LAN RouteSwitch with built-in 150W power supply, supports Frame/Cell Bus.

· 8274-W33 Frame/Cell Bus.-48VI
3-slot, Wide IBM 8274 Nways LAN RouteSwitch with -48V DC power supply, supports Frame/Cell Bus.

· 8274-500 / 8274-500e / 5x
Chassis

· 8274-W53
5-slot, Wide IBM 8274 Nways LAN RouteSwitch with built-in 250W power supply, supports Frame/Cell Bus.

· 8274-W53-48V
5-slot, Wide IBM 8274 Nways LAN RouteSwitch with -48V DC power supply, supports Frame/Cell Bus.

· 8274-900 / 8274-900e / 9x
Chassis

· 8274-900wx
9-slot, Wide IBM 8274 Nways LAN RouteSwitch with built-in 500W power supply, supports Frame/Cell Bus.

· 8274-900wx-48V
9-slot, Wide IBM 8274 Nways LAN RouteSwitch with -48V DC power supply, supports Frame/Cell Bus.

· 8274-PS5 / 8274-PS9
8274-500 / 8274-900 Power Supply

· 8274-PS5-250
8274-500, 8274-W53 250W Power Supply

· 8274-PS5-DC250
250W, -48V DC power supply for 8274-W53

· 8274-PS5-DC250P
250W, -48V DC power supply for 8274-W53

· 8274-PS9-500P
8274-900x 500W Power Supply

· 8274-PS9-DC500
500W, -48V DC power supply for 8274-900wx

· MPM-1G / MPM-1GW
MPM 16/32/64 Mbytes DRAM, 4 Mbytes Flash, HRE socket, 960M VBUS for narrow or wide chassis

· MPM II
16/32/64Mbytes

· HRE-PLUS 
Hardware Routing Engine

· ASM-155C-1E/2E 
1/2-port ATM Switching Module, 155Mbps UTP with RJ-45 connectors.

· ASM-155FSH-1EW/2EW-4C  
1/2-port Wide ATM Switching Module, OC-3, long reach single mode fiber with 4K CAM

· ASM-CE-155FM-2S2EW-4C  
2-port E1/2 serial circuit emulation + 155 Mbps ATM uplink with 4K CAM (Multimode)

· ASM-CE-155FS-2S2EW-4C  
2-port E1/2 serial circuit emulation + 155 Mbps ATM uplink with4K CAM.  (Single mode)

· ASM-CE-155FM-2S2TW-4C  
2-port T1/2 serial circuit emulation + 155 Mbps ATM uplink with 4K CAM. (Multimode)

· ASM-CE-155FS-2S2TW-4C  
2-port T1/2 serial circuit emulation + 155 Mbps ATM uplink with 4K CAM.  (Single mode)

· ASM-CE-DS3-2S2TW-4C  
2-port T1/2 serial circuit emulation + 45 Mbps DS-3 ATM uplink with 4K CAM

· ASM-CE-E3-2S2EW-4C  
2-port E1/2 serial circuit emulation + 34 Mbps E3 ATM uplink with 1K CAM

· ASM-DS3-1/2 
1/2-port ATM Switching Module with 500Kbytes SRAM, 45 Mbps D3, and BNC connectors

· ASM-E3-1/2 
1/2-port ATM Switching Module with 500Kbytes SRAM, 34 Mbps E3, and BNC connectors

· ASM2-155FM-1/2  
1/2-port ATM Switching Module--SAHI  (Multimode)

· ASM2-155FS-1/2  
1/2-port ATM Switching Module-SAHI (Single mode)

· ASM2-622RFM-1W-4C  
1-port ATM Switching Module, 622Mbps port with 4K CAM. (Multimode)

· ASM2-622RFS-1W-4C  
1- port ATM Switching Module, 622Mbps port with 4K CAM. (Single mode)

· 8277 MODEL BPS  
250W, AC Backup Power System for 8274-W33 Frame/Cell Bus.

· 8277 MODEL BPS-DC 
250W, DC Backup Power System for 8274-W33 Frame/Cell Bus.

· BPS-AC-PS-250  
Redundant or Spare 250W AC power supply for the AC Backup Power System (8277 MODEL BPS).

· BPS-DC-PS-250  
Redundant or Spare 250W DC power supply for the DC Backup Power System (8277 MODEL BPS).

· CSM-AB-CM  
Internal clocking 8khz to 19.44Mhz

· CSM-155-8 or 8W  
8-port, 155Mbps OC3c/STM-1 CSM for a narrow or wide chassis. (Multimode)

· CSM-155-8S or 8SW 
8-port, 155Mbps OC3c/STM-1 CSM for a narrow or wide chassis. (Single mode)

· CSM-155-6M2SL 
6-port Multimode and 2-port single mode long reach 155 Mbps SONET ST3c/STM-1

· CSM-155-6M2S 
6-port Multimode and 2-port single mode 155 Mbps SONET ST3c/STM-1

· CSM-155C-8 
8-port 155 Mbps OC-3/STM-1 copper module

· CSM-155C-8W  
8-port 155 Mbps OC-3/STM-1 copper module

· CSM-155FSL-8  
8-port 155 Mbps OC-3/STM-1 single mode long reach

· CSM-622-2E  
2-port 622 Mbps OC12c/STM-4c, Cell Switching Module with extended memory. (Multimode)

· CSM-622-2SE  
2-port 622 Mbps OC12c/STM-4c, Cell Switching Module with extended memory. (Single mode)

· CSM-622FSH-2EW  
2-port Cell Switching Module, 622Mbps SONET/SDH OC12C/STM-4c.

· CSM-A25-12 
12-port ATM25 module with RJ-45 connectors for a narrow or wide chassis

· CSM-A25-24  
24-port ATM25 module, RJ-45 connectors for wide chassis

· CSM-AB-155FM/FS-2W  
2-port 155Mbps OC-3/STM-1 adapter for CSM-U (Single mode or Multimode)

· CSM-AB-155FSH-2W 
2-port OC3 adapter board, long reach single mode fiber for CSM-UW

· CSM-AB-155C-2W  
2-port 155Mbps OC-3/STM-1 adapter for CSM-U. (Single mode)

· CSM-AB-DS1-4W  
4-port DS-1 adapter for CSM-U

· CSM-AB-DS3-2W  
4-port 45Mbps DS-3 adapter for CSM-U

· CSM-AB-E1-4W  
4-port E1 adapter for CSM-UW (RJ-45).  Memory supports 2K VCs/port & 4,096 cell buffers/port. 

· CSM-AB-E3-2W  
2-port 34Mbps E3 adapter for CSM-UW (BNC). Memory supports 4K VCs/port & 8,192 cell buffers/port.

· CSM-AB-CE-E1/T1-4W  
4-port E1 or T1 AL-1 circuit emulation module for CSM, adapter for CSM-U

· CSM-UW  
Universal Cell Switching Module.  3 NNI adapter board slots available

· FCSM 
Frame to Cell Switching Module (Narrow and wide module)

· FCSM-I-4C-CSM-3.4  
Frame Cell Switching Module with 4K CAM.

· FCSM-II-4C-CSM-3.4  
Frame Cell Switching Module with high capacity internal link and 4K CAM.

· ESM-100C-FD-1/2 
1/2-port full duplex 100BaseTx, Ethernet Switching Module (Multimode) 

· ESM-100-FM/FS-FD-1/2 
1/2- port full duplex 100BaseFx Ethernet Switching Module (Multimode/Single Mode)

· ESM-100C-5 
4-port shared 100BaseT + 1 full duplex 100BaseTx Ethernet Switching Module

· ESM-100C-12   
12-port 10/100 BaseT Ethernet Switching Module with RJ45 ports

· ESM-100C-32W 
32-port 10/100Base Fast Ethernet Desktop Switching Module with RJ-45 connectors.

· ESM-100C-32W-4C 
32-port 10/100Base Fast Ethernet Desktop Switching Module with RJ-45 connectors and 4K CAMs.

· ESM-100CFM-5 
4-port shared 100BaseTx + 1 full duplex 100BaseFx Ethernet Switching Module (Multimode)

· ESM-100CFS-5 
4-port shared 100BaseTx + 1 full duplex 100BaseFx Ethernet Switching Module (Single mode)

· ESM-100FM-8   
8-port 100BaseFx full duplex Ethernet Switching Module with 8 SC pair (Multimode)

· ESM-100FS-8W-4C  
8-port 100BaseFx Ethernet Switch Module with CAM support for 4096 MAC addresses (Single mode)

· ESM-AB-AFD 
Adapter board for Ethernet Universal Switching Module

· ESM-AB-AT 
10BaseT RJ-45 and AUI Adapter Card for ESM-U-6

· ESM-AB-B 
10Base2 Adapter Card for ESM-U6

· ESM-AB-FL 
10BaseFL Adapter Card for ESM-U-6

· ESM-AB-FL-S  
Single mode 10BaseFL Adapter Card for ESM-U-6

· ESM-AB-FL-SH  
Single mode (long reach) 10BaseFL Adapter Card for ESM-U-6

· ESM-AB-T 
10BaseT RJ-45 Adapter Card for ESM-U-6

· ESM-C-8 
8-port 10BaseT RJ-45 Ethernet Switching Module

· ESM-C-12 
12-port 10BaseT RJ-45 Ethernet Switching Module

· ESM-C-16W/32W  
16/32-port 10BaseT Ethernet Switching Module

· ESM-F-8  
8-port 10BaseFL 8 port Ethernet Switching Module

· ESM-FM-8W-2C/16W-2C  
8/16 dual ST connectors to 10BaseFL hubport or device and cam support for 2048 MAC addresses (Multimode)

· ESM-T-12 
12-port 10BaseT Ethernet Switching Module with 50 Pin Telco Connectors.

· ESM-T-24 
24-port 10BaseT signals on two RJ21 telco connectors and CAM support for 1024 MAC addresses.

· ESM-T-24W  
24-port 10BaseT signals with two RJ21 telco connectors.

· ESM-U-6 
6-port Ethernet Universal Switching Module

· FSM-C-4C/8C  
4/8-CDDI port FDDI Switching Module on one ring

· FSM-M-CC  
1-DAS port FDDI/CDDI Switching Module with MIC connectors. (Multimode)

· FSM-M/S-1C/2C  
1/2-port FDDI Switching Module on one ring (Multimode or Single mode).

· FSM-M/S-4C/8C  
4/8-CDDI port FDDI Switching Module (Multimode or Single mode).

· FSM-SH-1/2 
1/2-port FDDI Switching Module with SC connectors. (Single mode) (category 2))

· MPM-1GW-56MD-12MF
MPM 56 Mbytes DRAM, 12 Mbytes Flash, HRE socket, 640Mbps or 960Mbps Vbus support.

· MPM-UPGR-56MD-12MF
Upgrade Kit to expand the MPM DRAM memory to 56 MB & Flash to 12MB.  Includes a single SIMM with 56MB of DRAM and 8MB of flash.

· TSM-CD-6 
6-port Token Ring Dual Mode Module. 

· TSM-CD-16W-4C 
16-port Token Ring Switching Module with RJ-45 ports.

· TSM-F-6 
6-port Token Ring Switching Module configurable as a Lobe, Station or RI/RO port.

· WSM-BRI-SC-1W/2W  
1/2-serial port supporting PPP or Frame Relay, and 1-port BRI (U and S/T) supporting PPP.

· WSM-FT1/FE1-SC-1W  
2-port (1 serial and 1 Fractional T1 or E1) (with integral DSU/CSU) with compression

· WSM-FT1/FE1-SC-2W  
3-port (2 serial and 1 Fractional T1 or E1) (integral DSU/CSU) with compression

· WSM-S-2 
2-port WAN Switching Module with a Universal Serial External Interface.  Supports the five serial cable types (V.35, RS-232, X.21, RS-530, and RS449) for wide chassis without compression.

· WSM-SC-4 or 4W
4-port WAN Switching Module with a Universal Serial External Interface.  Supports the five serial cable types (V.35, RS-232, X.21, RS-530, and RS449) for narrow & wide chassis with compression.

· WSM-SC-8 or 8W
8-port WAN Switching Module with a Universal Serial External Interface.  Supports the five serial cable types (V.35, RS-232, X.21, RS-530, and RS449) for narrow & wide chassis

17.2.3 IBM 8277 Nways Ethernet RouteSwitch

· RS-2032/2032-4C
32-port 10BaseT switch, 1 uplink slot for a fast Ethernet or ATM sub-module with 2K/4K CAM

· RS-3032/3032-8C/3032E
32 to 96 port 10BaseT switch, 1 uplink slot with 3K/8K CAM

· 8277 MODEL 424 (8277-42C)  
24-port 10/100BaseT switch with 2 fixed 100BaseTx uplinks

· 8277 MODEL 424 (8277-4CF)  
24-port 10/100BaseT switch with 2 fixed 100BaseFx uplinks

· 8277 MODEL 424 (8277-42F)  
24-port 100BaseT switch with 1-port 100BaseTx and 1-port 100BaseFx uplinks

· 8277 MODEL 424 (8277-42G)  
24-port 10/100BaseT switch with 2 Gigabit Ethernet 1000BaseFx (Multimode) uplinks. 

· 8277 MODEL 524/5024-8C  
24-port 10/100 BaseT switch, 1 uplink slot with 3K/8K CAM

· RSASM2-155FM-1
1-port, ATM Uplink Module (Multimode)

· RSASM2-155FS-1
1-port, ATM Uplink Module (Single mode)

· RSASM2-155FSH-1  
1-port, ATM Uplink Module (Single mode long reach)

· RSASM2-155RFM-1 
1-port, ATM Uplink Modules with physical port redundancy. (Multimode)

· RSASM2-155RFS-1  
1-port, ATM Uplink Modules with physical port redundancy. (Single mode)

· RSASM2-622RFM-1 
4-port (2 T1/E1 and 2 serial ports) ATM DS3 uplink w/4 CES ports. (Multimode)

· RSASM2-622RFS-1  
4-port (2 T1/E1 and 2 serial ports) ATM DS3 uplink w/4 CES ports. (Single mode)

· RSESM-100C-4  
4-port, 100BaseTx sub-module, 100 Mbps with RJ45 connectors.

· RSESM-100FM/FS-2
2-port, 100BaseFx sub-module, 100 Mbps with SC connectors. (Multimode or Single mode)

· RSGSM-FM-2   
2-port, 1000 Base SX IBM 8277 Nways Ethernet RouteSwitch Gigabit Uplink with SC connectors. (Multimode)

· RSGSM-FS-2  
2-port, 1000 Base SX IBM 8277 Nways Ethernet RouteSwitch Gigabit Uplink with SC connectors. (Single mode)

· RSWSM-BRI-SC-1 
1 Serial Port and 1 backup ISDN port, frame relay, PPP with compression.

· RSWSM-FE1/FT1-SC-1 
1 fractional E1/T1 and 1 Serial Port, frame relay, PPP with compression.

The following include modules contain either HSM or HSM2 boards.

· ASM-155C-1/2 
1/2-port, 155 Mbps UTP 5 with RJ45 connectors ½ Mbyte SRAM.

· ASM-155C-1/2E 
1/2-port, 155 Mbps UTP 5, RJ45 connectors 2 Mbytes

· ASM-155FM-1/2  
1/2-port, ATM Switching Module ½ and 2 Mbyte SRAM. (Multimode)

· ASM-155FS-1/2
1/2-port, ATM Switching Module with 2 Mbyte SRAM. (Single mode)

· ASM-DS3-1/2 
ATM ½ Mbyte w/BNC connectors

· ESM-100C-4/8
4/8-port, 100BaseT Ethernet Switching Module

· FSM-M-1/2 
1/2-port FDDI Module Multimode

· FSM-C-4/8
4/8-port CDDI Module

· FSM-M-C 
FDDI/CDDI Module

· FSM-S-1/2
1/2-port FDDI Single mode sub-module

· TSM-C-6 
6-port Token Ring Switching Module (4Mbps or 16 Mbps)

· TSM-CD-6 
6-port Token Ring Switching Module (4 Mbps or 16 Mbps)

· TSM-F-6
6-port Token Ring Switching Module (4 or 16 Mbps Rev B4 and above,  16 Mbps only for revisions)

18 Appendix A - Authenticated VLANs 

In order to use Authenticated VLANs, you must purchase the Authenticated Management Console: AMC-CP-1, AMC-CP-5, AMC-CP-U.

18.1 Server

The authentication server or AMC runs on an NT server or NT workstation 4.0.  The AMC software is produced by Check Point Software Technologies Ltd.

18.2   AMC Server Setup 

After starting the installation of the AMC, you will be asked about licenses.  The license that is already installed may have already expired. 

You can order a 30-day evaluation license from IBM (see price list) or the actual product which will include a permanent license for the AMC.  In order to obtain a 30-day evaluation license, use the key provided by IBM and log on to Check Point’s license web page.  You must select the option to get a license for the AMC.   The license you receive must include the word ‘vlan’ in the features.  You cannot use a FireWall-1 evaluation license for the AMC. Always license the AMC as a management server. When asked about FireWall-1 version, respond with  “3.0”.

After adding the new license, add an administrator.  Next, you will be asked to add GUI clients.   GUI clients are not required if you only manage the AMC from the NT system on which the AMC is installed.  If you wish to add a GUI client, add the name of the NT system on which you installed the GUI client portion of the AMC.  Verify that the name of the NT system running the GUI client software exists in the host file of the NT system running the AMC.

During the setup you will be asked to add Remote Switches.  A remote switch is an authentication agent which is the switch running the user authentication software.  Add each switch (using the name that is configured in the NT system's HOSTS file for that switch) that will be in the user authentication configuration.  Upon adding the remote switch, you will be prompted for a password.  This password is the S/KEY password you will be prompted for when you configure the user authentication software on the switch.  After adding a remote switch in the AMC configuration for each of the switches involved in the user authentication configuration, the installation is complete.

The following information is in the Authentication Management Console Administrator Guide: User Authentication VLAN Server Software. 

18.3 Troubleshooting

1. If the SNMP Get button does not work, the NT system running the AMC cannot see the switch.  Verify that the correct IP address is configured for the switch and verify that you can ping the switch from the NT system running the AMC.

2. If the switch continues to report the log authentication failed, you are experiencing a problem with S/KEY password negotiation between the authentication agent and the server.  This occurs when the authentication server (AMC) and the switch cannot sync up their connection using the configured S/KEY password.  Go into the Configuration dialog and enter a new password for the remote modules corresponding to each of the switches.  Verify that each of the switch names used in the configuration of each Remote Module and for each Switch Network Object is the same as the name that is found in the HOSTS file on the NT system running the AMC.  Then restart the server.   On the switch, run the fwconfig command again and change the S/KEY password to the new one just set on the AMC.  Occasionally, it takes a couple of tries, but this will enable the AMC and the switch to sync up the S/KEY passwords.

3. If telnet authentication does not work at all, make sure your telnet port is configured as a port accepting telnet authentication requests (using the avlports and avlsports commands).  Verify that you are telnetting to the correct address and port.  For example, your authenticated network is group 2 configured with an IP router port of 10.0.0.100 in the 10.0.0.0 network.  The client is configured with the address of 10.0.0.1 and is attached to port 2/12 that is configured as a port in group 3, the client group with no IP router port.  The port 2/12 is configured as a telnet authentication port and is displayed when the avlsports command is executed.  The default telnet authentication address is 10.0.0.253. You would telnet from your client to 10.0.0.253, port 259.

4. The AV-Client used for authentication is not supported with Token Ring endstation.  Token Ring clients can use the Telnet method of authentication.  (Except with release 3.4.9.)  Please see the User Manual for detailed steps.

5. The clients are able to authenticate correctly and seem to function correctly for a short period of time, but do not remain in the authenticated group.  The moving of clients out of the authenticated group can be caused by two things: one, the regular timeout was reached, or two, group mobility is not enabled on the switch.  Use the gmcfg command.

6. Under RADIUS server configuration, the version pull-down menu only lists RADIUS version 1.0.  This does not imply that only version 1.0 works.  Check Point has successfully tested with many versions of RADIUS from various vendors with no problems.  The AMC functions with RADIUS challenge and response methods implemented by various RADIUS server vendors including RACAL. 

7. Using the mag command, one can add a port binding rule to an authenticated group.  Then one can add, modify or remove port binding rules from the group using the modatvl command.  The mag command cannot be used again to add a new port binding rule to the same group, one must use modatvl.  The mag command simply allows you to add the first port binding rule to an authenticated group that previously had no port binding rules. 

8. When starting the Policy Editor, you cannot connect to the server.  After the timeout, it says that it cannot connect to the server yet in the services dialog, it shows that the firewall daemon is running.  If you see this, verify that the name you entered for the AMC server matches the name of your NT system.

9. You can authenticate, but you still do not belong to the authenticated group you are configured into.  Double check that you used the correct license.  Licenses obtained from the Check Point WEB page are only usable on the AMC if the features of the license include 

        "vlanl", "vlan5" or "vlans".  If you use a Firewall-1 license, the AMC will appear to work but will not grant the user the actual authentication into an authenticated group configured on the switch.

18.4 Helpful Hints and other Notable Information

1. Use the macinfo command to verify that the MAC address of the client belongs to the correct group.

2. 
Turning off Spanning Tree on the client ports eliminates the wait for the port to become active.  Setting the port to Optimized will eliminate this delay BUT be aware that setting the port to optimized will eliminate the ability to time the MAC addresses out.  In order to maintain the timeout on the ports, Spanning Tree must be running on the port.   If timeouts are required and you do not want to run Spanning Tree, contact customer support for details on how to configure timeouts on optimized ports.

3. Changing group configuration on the switch causes all of the groups to be flushed.  The result is that all authenticated clients are flushed back to their original groups requiring re-authentication.  Always remember to update the switches configuration on the AMC when changes in group configuration have been made.

4. At this time, you cannot use a secondary authentication server.  The software allows you to configure it but the functionality is not yet supported.

5. Make sure DNS is working correctly on the NT system running the AMC.  If NT tries to use DNS and cannot reach the DNS server, the installation will take a very long time to finish.  Disabling DNS completely during installation will allow the installation to proceed much faster.

6. Verify that the NT system's name and the name used in the AMC's configuration for the NT system (the workstation running the AMC) match.  These two names must be the same and the name must be in the hosts file or the Policy Editor application gets confused.
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